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Abstract
Suppose a Boolean function f should be used for a cryptographic purpose, such
as a hash function or an encryption function. Then f should, to be practical,
have efficient circuit implementations.
The problem of finding small circuits for a given function has received much
attention. One technique proposed by Boyar and Peralta works by first finding
a circuit using few AND gates and then optimize the parts consisting of XOR
gates. They observed that many heuristics for the second problem always produce
XOR circuits on a particular form, so-called cancellation-free circuits, and that
such circuits could be at least 23 times as large as optimal circuits. We improve
on this gap: there exist n × n matrices where optimal cancellation-free circuits
are at least a factor of Ω(n/ log2 n) larger than optimal XOR circuits, and this
gap is almost tight. Although the first step is well studied, the computational
complexity is not previously studied. Using techniques similar to natural proofs
we show that if one-way functions exist, this cannot be done efficiently.
On the other hand, to work as a cryptographic primitive, it should be computationally hard to infer much about x given f (x). In practice this requires
that f should be highly nonlinear according to certain measures of nonlinearity.
We consider several measures including nonlinearity, Hamming distance to the
closest affine function, multiplicative complexity (MC), smallest number of AND
gates sufficient to compute f over (∧, ⊕, 1), normality, the smallest dimension of
an affine subspace on which f is constant, and algebraic thickness, a generalization of the number of terms in the multilinear F2 -representation of f . We have
particular emphasis on relations between measures. The main contributions are:
– The measures are incomparable: for each pair we exhibit two functions
where one is more nonlinear according to one measure but less according to the
other.
– For functions with one bit of output, for every desired nonlinearity we
determine the MC necessary and sufficient to achieve at least this nonlinearity.
For functions with multiple bits of output and high nonlinearity, we show a
connection between quadratic circuits computing such functions and linear error
correcting with certain parameters. Using known lower bounds on the length
of such codes we obtain a lower bound on the number of AND gates in such a
circuit. Furthermore, this relationship is almost tight.
– If a function has algebraic thickness n3−ε , it is constant on an affine subspace
of dimension Ω(nε/2 ) and such an affine subspace can be found efficiently.

ii

Dansk Resume
Lad f være en binær funktion, der skal bruges til et kryptografisk formål, såsom
en hash-funktion eller en krypteringsfunktion. Så skal f , for at være praktisk
anvendelig, være implementerbar med små logiske kredsløb.
Problemet med at finde små kredsløb til givne funktioner har fået megen
opmærksomhed. En teknik foreslået af Boyar og Peralta virker ved først at finde
et kredsløb med få AND gates og derefter, optimere de dele der udelukkende
består af XOR gates. De observerede, at mange heuristikker til løsning af anden
del altid producerer kredsløb af en særlig type, såkaldte eliminations-frie XORkredsløb, samt at sådanne kredsløb kan være 23 så store som optimale kredsløb.
Vi forbedrer på denne forskel: der findes matricer hvor det bedste eliminationsfrie kredsløb er mindst en faktor Ω(n/ log2 n) så stort som det optimale XORkredsløb, og at dette er næsten tæt. Selvom det første skridt er velstuderet er
beregningskompleksiteten af dette skridt ikke tidligere undersøgt. Vi beviser, ved
brug af teknikker i stil med natural proofs at hvis “one-way funktioner” findes kan
dette problem ikke løses effektivt.
For at virke som et kryptografisk primitiv skal f være tilpas kompliceret til
at det ikke er muligt at konkludere meget om x givet f (x). I praksis kræver
dette at f skal være meget non-lineær ifølge såkaldte non-linearitetsmål. Vi betragter flere mål, inklusiv nonlinearity, Hamming-afstanden til den tætteste affint
lineære funktion, multiplikativ kompleksitet (MK), det mindste antal AND-gates
tilstrækkeligt til at udregne f over (∧, ⊕, 1), normality, den mindste dimension
af et affint underrum hvorpå f er konstant samt algebraic thickness, en generalisering af antallet af led i den multilineære F2 -repræsentation af f . Vi fokuserer
på sammenhænge mellem mål. De vigtigste bidrag er:
– Målene er usammenlignelige: For hvert par af mål viser vi to funktioner hvor
den ene funktion er mere non-lineær ifølge det ene mål og den anden funktion er
mere non-lineær ifølge det andet mål.
– For funktioner med en resultat-bit giver vi, for hver ønsket værdi af “nonlinearity” en nedre grænse for MK nødvendig og tilstrækkelig for at opnå dette.
For funktioner med flere resultatbits og høj “nonlinearity”, påviser vi en sammenhæng mellem kvadratiske kredsløb, der udregner sådanne funktioner, og lineære
fejlkorrigerende koder med givne parametre. Nedre grænser for længden af sådanne koder giver en nedre grænse for antallet af AND gates i sådan et kredsløb.
Ydermere er denne grænse næsten tæt.
– Hvis en funktion har “algebraic thickness” n3−ε er den konstant på et affint
underrum af dimension Ω(nε/2 ) og sådan et underrum kan findes effektivt.
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Chapter 1

Preface

The purpose of this section is to give a brief introduction to the dissertation, its
structure, motivation and main results.

Structure
The working title of this PhD project was Linearity and Nonlinearity: Complexity
and Measures. The dissertation itself is divided into two parts, the first is called
Linearity, and the second is called Nonlinearity.
Linearity The linearity part consists of one chapter, Chapter 2. The topic
is computation of linear operators. Here, as for the rest of the dissertation, linear
functions refer to mappings from Fn2 to Fm
2 that are F2 -linear.
The main question studied here came from cryptography where many authors
have worked on finding small circuit implementations for the computation of the
AES S-Box. Such implementations are of big importance since AES encryption
is computed a tremendous number of times each day on virtually every computer
connected to the Internet.
Focusing on the parts of the circuit that can be computed using only XOR
gates, Boyar and Peralta observed that many published heuristics for this problem
would always produce XOR circuits of a certain structure, namely circuits that
do not use the F2 -identity x + x = 0. They called these circuits cancellationfree circuits. They also observed that for some linear operators, cancellation-free
circuits must be almost a factor 32 larger.
The main result of Chapter 2 is in Section 2.3. We show that there exist linear
operators with n input bits and n output bits where cancellation-free circuits
computing them are much larger than the optimal XOR circuit, at least a factor
of Ω(n/ log2 n). In Section 2.4, we study the complexity of computing a concrete
linear operator, the Sierpinski gasket matrix using cancellation-free circuits. We
show that any cancellation-free circuit for this matrix must have size Θ(n log n),
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and that this is tight. Moreover, lower bound holds for a more general class of
circuits, called OR circuits.
Chapter 2 is based on the journal paper [Boyar & Find 2014a], with only
minor changes. Most of the results appeared in the proceedings of the conference FCT 2013 [Boyar & Find 2013b]. A version is available on the arXiv
[Boyar & Find 2013a]. The results related to the Sierpinski matrix appeared in
the arXiv preprint [Boyar & Find 2012], presented at the conference CiE 2012.
Nonlinearity The topic of the nonlinearity part comes from the following
(here, vaguely phrased) observation: many attacks on concrete ciphers are based
on the fact that the cipher under attack is, in some sense, “close to being linear”.
This motivates questions such as “how does one measure the extent to which a
function is (non)linear?”, and “does very nonlinear according to one measure imply
very nonlinear according to some other measure?”. We focus on separations and
relations between the previously proposed measures degree, nonlinearity, multiplicative complexity, normality, algebraic thickness, and annihilator immunity,
though annihilator immunity does not receive much attention in this dissertation.
Chapter 3 is meant as an introduction to the field and an overview of some
of the most important results. It also contains a summary of most of the results
from of the results in Chapters 4, 5, 6, and 7.
We start by giving an introduction to each of the measures in Section 3.1.
In Section 3.2 we give an analysis of the measures of random functions. In
Section 3.3 we focus on relationships between these measures. For each pair
of the above mentioned measures (except annihilator immunity), we summarize
some important relations between the measures. If a function has a high (or low)
value according to one measure, what does that say about the value of the same
function according to another measure?
Most of the results in these sections are known results from the literature.
For some of the questions considered in these sections we made a contribution
in a published paper or in a manuscript. In this case we quote the result with
a reference to the appropriate paper, and this paper is included in one of the
subsequent chapters. A few unpublished results are included as well. The proofs
of these results are included in these subsequent chapters.
Chapter 4 contains a manuscript [Boyar et al. 2014]. The manuscript is in
submission for the journal Cryptography and Communications (Springer). It is
an extended version of a paper which appeared in the proceedings of the conference CIAC 2013 [Boyar et al. 2013a]. An online version of the conference version
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is available as well [Boyar et al. 2013b], correcting a mistake in the conference
version. The most important contributions of this paper are:
– The measures multiplicative complexity, degree, annihilator immunity, algebraic thickness, and normality are incomparable. That is, for each pair of
measures, we exhibit a pair of functions where one functions is more nonlinear
according to one measure while the other is more nonlinear according to the
other.
– We give an upper bound on the multiplicative complexity for functions with
a certain nonlinearity.
– We give a lower bound on the multiplicative complexity for functions with
a certain nonlinearity. This bound is tight.
– A collision resistant hash functions from n to m bits must have multiplicative
complexity at least n − m.
Chapter 5 contains a paper published in the proceedings of the conference
CSR 2014 [Find 2014a]. An online version is available via arXiv [Find 2014b].
The main contributions of the paper are:
– Suppose one-way functions exist. Then it is not possible, in polynomial
time, to compute the multiplicative complexity of a function on n bits given its
truth table. Under the same assumption the multiplicative complexity cannot be
approximated within a factor of (2 − ε)n/2 for any constant ε > 0.
– It is #P-hard to compute the nonlinearity of a function given a circuit
computing it.
Chapter 6 contains a paper published in the proceedings of MFCS
2014 [Boyar & Find 2014c].
An online version is available via arXiv
[Boyar & Find 2014d]. The most important contributions of the paper are:
– We show a relationship between quadratic circuits computing highly nonlinear functions and certain error correcting codes. A quadratic circuit with
n inputs, m outputs and s AND gates computing a function of nonlinearity
2n−1 − 2n−M −1 defines an m-dimension code over Fs2 with distance M .
– Using lower bounds on the length of such codes we show that quadratic
almost bent (n, n)-functions must have at least 2.32n AND gates in any quadratic
circuit computing them, and bent (2n, n) functions need at least 3.52n AND
gates.
– The bound is almost tight. We show that there exist circuits with exactly
this number of AND gates computing functions with almost optimal nonlinearity.
Chapter 7 contains a manuscript [Boyar & Find 2015]. A previous version
of this manuscript is available on the arXiv [Boyar & Find 2014b]. The main
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contributions of the paper are:
1/6
– The majority function on n bits, M AJn , has algebraic thickness Ω(2n ).
– We show that for s < 3, a function with algebraic thickness ns is constant on
3−s
some affine subspace of dimension Θ(n 2 ). Furthermore, such an affine subspace
can be found efficiently.
√
– The bound is at most a factor for Θ( n) from being tight. Under the
√
general technique used it is at most a factor of Θ( log n) from being tight.
A few remarks on notation Most arithmetic in this dissertation is in finite
fields, or vectors spaces over finite fields. In fact, we almost exclusively work
in F2 , Fn2 , and sometimes F2n where F2 denotes with field with two elements.
Working in these fields we use + to denote addition and · or concatenation for
multiplication. This could lead to some confusion since we also use this notation
when we are working in fields of characteristic 0. It should be clear from the context what is meant, and in the cases where it is not, we emphasize the underlying
field.
Most of the necessary notation is introduced when needed, throughout the
dissertation. For the convenience of the reader, a list of nomenclature and an
index is included at the end of the dissertation. For general terminology related
to computational complexity we refer to [Arora & Barak 2009] and [Jukna 2012].
For general terminology on circuit complexity we refer to [Wegener 1987] and
[Jukna 2012].
All probability distributions are, if nothing else is stated, uniform on the
domain in question. Often we will have a distribution Dn for every n ∈ N. Let
P be a property defined on the support of D. If the probability that P holds
tends to 1 we say that P holds for almost all objects, almost surely or with high
probability. We adopt the use of some common, but strictly speaking incorrect,
phrases. For example we will make statements such as “A random function has
multiplicative complexity Ω(2n/2 )”, when we really mean “Let Dn be the uniform
distribution on all Boolean functions on n bits. Then for any function g ∈ o(2n/2 ),
under Dn the probability of a function having multiplicative complexity at most
g(n) tends to 0 when n tends to infinity”.
Throughout this dissertation we will work with functions from {0, 1}n to
{0, 1}m . We will call such a function an (n, m)-function. It will be convenient
to think of such functions as mappings from the vector space Fn2 into Fm
2 . If
nothing else is specified, we let a (Boolean) function be synonymous with an
(n, 1)-function. We consistently let log denote logarithm base 2.
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Addressing the author In most of this dissertation the author is addressed
by use of the pronoun we. This can either refer to just myself or colloquially to
myself together with relevant coauthors. I have only in few cases (such as in this
paragraph) chosen to use the pronoun I. This is only used in situations where
I want to emphasize that this is a personal opinion or alike. In the rest of this
dissertation, for the sake of consistency, we is used. In case of doubt, I suggest the
“adversarial” interpretation: If the reader finds something interesting, well written
or otherwise positive we should be interpreted to mean me and coauthors (if any).
In case the reader finds something erroneous or poorly written, we should be read
as only referring to me.
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Part I
Linearity

Chapter 2

Computation of Linear Operators:
Separations and Lower Bounds

This chapter is essentially the published article [Boyar & Find 2014a] with only
minor changes.
The focus of this chapter is circuits computing linear mappings. In Sections 2.1 and 2.2 we give an introduction to the area along with the necessary definitions. In Section 2.3 we consider the relationship between so called
cancellation-free circuits and XOR circuits. Cancellation-free circuits, coined in
[Boyar et al. 2013c] can be thought of as a restriction of XOR circuits where “cancellations” are not allowed. There the authors noticed that many heuristics for
finding small XOR circuits always produce such cancellation-free XOR circuits.
They asked the question of how large a separation there can be between these
two models. Gashkov and Sergeev [Gashkov & Sergeev 2011] showed that the
workof Grinchuk and Sergeev [Grinchuk & Sergeev
 2011]
 implied a separation
n
. An improved separation of Ω logn2 n follows from Lemma 4.1
of Ω log6 n log
log n
and Lemma 4.2 in [Jukna 2006], although this implied separation was not published until recently [Jukna & Sergeev 2013]. We present an alternative proof of
the same separation. Our proof is based on a different construction and uses
communication complexity in a novel way that might have independent interest.
Like the separation implied in the work [Jukna & Sergeev 2013], but unlike the
separation demonstrated in [Gashkov & Sergeev 2011], our separation holds even
in the case of constant depth circuits.
Finally, in Section 2.4 we study the complexity of computing the Sierpinski
matrix (described later), and show a tight 12 n log n lower bound for OR circuits and cancellation-free circuits. This result follows implicitly from the work
of Kennes [Kennes 1992], however our proof is simpler and more direct. Also
we hope that our proof can be strengthened to give an ω(n) lower bound for
XOR circuits for the Sierpinski matrix. A similar lower bound was shown independently by Selezneva in [Selezneva. 2012, Selezneva 2013]. The proof presented here, along with some of its consequences are now included in the survey
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[Jukna & Sergeev 2013].

2.1

Definitions and preliminaries

XOR Circuits An XOR circuit (or a linear circuit) C is a directed acyclic
graph. There are n nodes with in-degree 0, called the inputs. All other nodes
have in-degree 2 and are called gates. There are m nodes which are called the
outputs; these are labeled y1 , . . . , ym . The value of a gate is the sum of its two
children (addition in F2 , denoted + or ⊕). The circuit C, with inputs x =
(x1 , . . . , xn ), computes the m × n matrix A if the output vector computed by C,
y = (y1 , . . . , ym ), satisfies y = Ax. In other words, output yi is defined by the
ith row of the matrix. The size of a circuit C, is the number of gates in C. The
depth is the number of non-input gates on a longest directed path from an input
to an output.
Cancellation-free circuits For XOR circuits, the value computed by every
gate is the parity of a subset of the n variables. That is, the output of every gate
u can be considered as a vector κ(u) in the vector space Fn2 , where κ(u)i = 1 if
and only if xi is a term in the parity function computed by the gate u. We call
κ(u) the value vector of u, and for input variables define κ(xi ) = e(i) , the unit
vector having the ith coordinate 1 and all others 0. It is clear by definition that
if a gate u has the two children w, t, then κ(u) = κ(w) ⊕ κ(t), where ⊕ denotes
coordinate-wise addition in F2 . We say that an XOR circuit is cancellation-free if
for every pair of gates u, w where u is an ancestor of w, then κ(u) ≥ κ(w), where
≥ denotes the usual coordinate-wise partial order.
If this is satisfied, the circuit never exploits the F2 -identity, a ⊕ a = 0, so
things do not “cancel out” in the circuit. We say that a cancellation-free circuit
C computes A, if C is a cancellation-free XOR circuits that computes A.
One can also think of cancellation-free circuits as circuits where the operator is addition in N. Therefore these circuits are also called SUM circuits in
recent work (see e.g [Jukna & Sergeev 2013, Find et al. 2013]). Cancellation-free
circuits are equivalent to addition chains [Pippenger 1976, Pippenger 1980b] and
“ensemble computations” [Garey & Johnson 1979]. Despite this, we stick to the
term “cancellation-free”, since we will think of it as a special case of XOR circuits.
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OR Circuits We define OR circuits similarly to XOR circuits where each
operation is OR instead of XOR. OR circuits have been studied previously
see e.g. [Nechiporuk 1963, Jukna & Sergeev 2013] and have also been called
ensemble computations in [Garey & Johnson 1979] and rectifier networks in
[Lupanov 1956].
Combinatorial Characterization There is a convenient combinatorial characterization of circuits for these three models. Let C be a circuit computing the
matrix A. We have that if Aij = 1, when C is:
• An OR circuit, there is at least one directed path from input j to output i.
• An XOR circuit, the number of directed paths from input j to output i is
odd.
• A cancellation-free circuit, there is exactly one directed path from input j
to output i.
If Aij = 0, when C is:
• An OR circuit, there is no directed path from input j to output i,
• An XOR circuit, the number of directed paths from input j to output i , is
even
• A cancellation-free circuit, there is no directed path from, input j to output
i
By this characterization, a cancellation-free circuit can be interpreted as an
XOR circuit as well as an OR circuit. But for reasons to be made clear in the
next sections we prefer to think of them as special cases of XOR circuits, following the terminology from the papers [Boyar & Find 2012, Boyar & Find 2013a,
Boyar & Find 2013b]. For a matrix A, we denote by C⊕ (A), C∨ (A), and CCF (A)
the smallest XOR, OR, and cancellation-free circuit, respectively.
Complexity Gaps In this chapter we will focus on the existence of matrices
that are significantly harder cancellation-free circuits than XOR circuits. For
X, Y ∈ {∨, ⊕, CF }, we denote
gapX/Y (n) = max
n×n
A∈F2

CX (A)
,
CY (A)
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with the aim to show a lower bound on gapCF/⊕ (n). By the combinatorial characterization above, the following two propositions follow immediately.
Proposition 2.1. For every matrix, A, C∨ (A) ≤ CCF (A).
Proposition 2.2. For every matrix, A, C⊕ (A) ≤ CCF (A).
In particular we have that
gap∨/CF (n) = gap⊕/CF (n) = 1.
Furthermore,
gapCF/⊕ (n) ≥ gap∨/⊕ (n).
(2.1)
√
It is known that gapCF/∨ (n) ∈ Ω( n/ log2 n) [Find et al. 2013]. From now on,
we assume that there are no all zero columns in matrices, and that all matrices
A have C⊕ (A), C∨ (A), CCF (A) ∈ Ω(n).

2.2

Known Results

In this section we briefly introduce some of the needed results on computations
of linear operators. This has been a relatively active area of research within the
past few decades, and recently a very good survey was written by Stasys Jukna
and Igor Sergeev [Jukna & Sergeev 2013].

2.2.1

General Lower and Upper Bounds

As is often the case in circuit complexity, the technique of counting exhibits the
existence of matrices requiring large circuits. By counting, one put an upper
bound on the number of circuits with n inputs, n outputs and at most M gates
(whether the circuit is XOR, OR or cancellation-free does not matter for this
2
purpose). This number has to be at least 2n, the number of distinct matrices.
n2
.
One can verify that this implies that M ∈ Ω log
n

This was strengthened by Nechiporuk [Nechiporuk 1963, Nechiporuk 1969]
and Pippenger [Pippenger 1979]. Not only does there exist matrices with this
high complexity, but in fact a random matrix will have this property with high
probability. Moreover this lower bound is essentially tight.
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Theorem 2.3 (Nechiporuk, Pippenger). Let 0 < ε < 1 be arbitrary but fixed. For
sufficiently large n, if A is uniformly randomly chosen in F2n×n , with probability
at least 1 − ε,
n2
,
CCF (A), C⊕ (A), C∨ (A) ≥ (1 − ε)
2 log n
2

n
furthermore, every A ∈ Fn×n
has CCF (A) ≤ (1 + o(1)) 2 log
.
2
n

This has the following consequence: for a random matrix, the three circuit
models are essentially equally powerful.
Theorem 2.4. Let X, Y ∈ {⊕, ∨, CF }. For every 0 < ε < 1, for sufficiently
(A)
≤ 1 + ε with probability at least 1 − ε.
large n, a random n × n matrix has CCXY (A)
This it implies the following proposition.
Proposition 2.5. Let X, Y ∈ {⊕, ∨, CF }. Then
gapX/Y (n) ∈ O(n/ log n).
We also use the following upper bound, which holds for cancellation-free circuits, and hence also for OR circuits and XOR circuits.
Theorem 2.6 (Lupanov [Lupanov
1956]). Any m × n matrix, admits a

mn
cancellation-free circuit of size O min{ log
, mn } + n + m .
n log m
The theorem is a simple application of the “transposition principle” (see e.g.
[Jukna 2012]), take a circuit for a matrix A, and revert the direction of all the
wires to obtain a circuit for A> .
(s,t)-freeness A matrix, A, is (s, t)-free if it does not have an all one submatrix
of size (s + 1) × (t + 1), and k-free if it is (k, k)-free. The following lemma will
be used later. According to Jukna and Sergeev [Jukna & Sergeev 2013], it was
independently due to Nechiporuk [Nechiporuk 1969], Mehlhorn [Mehlhorn 1979],
Pippenger [Pippenger 1980a], and Wegener [Wegener 1980].
Lemma 2.7 (Nechiporuk, Mehlhorn, Pippenger, Wegener). For (s, t)-free A,
 
|A|
C∨ (A) ∈ Ω
.
st
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Computing the Smallest Circuit Size A natural question to ask, is how
hard it is to compute the value of C⊕ (A), C∨ (A), and CCF (A) given some matrix
A. It was shown already in [Garey & Johnson 1979] that determining whether
there exist an OR circuit or a cancellation-free circuit of a certain size is NP
complete. It was shown in [Boyar et al. 2013c] that this is also the case for
deciding if there exists an XOR circuit of a certain size. In fact they also proved
that the optimization problem is M axSNP hard, meaning that if P 6= NP
there does not exist a polynomial time (1 + ε)-approximation algorithm for every
ε > 0. We conclude this small paragraph with the following small observation.
The upper bound from Theorem 2.3 is constructive; it can be computed in time
poly(n). That is, for any ε > 0, this algorithm approximates within a factor of
(1 + ε) on a fraction of at least 1 − ε of the instances. So for random instances
this algorithm is “almost always almost optimal”.

2.3

OR/XOR-Separation

The purpose of this section is to demonstrate the existence of matrices that admit
XOR circuits that are much smaller than the cancellation-free circuits needed.
We will do this by showing a lower bound on gap∨/⊕ (n). Since it holds for every
matrix A that C∨ (A) ≤ CCF (A), this will automatically prove a lower bound on
gapCF/⊕ (n). For a simple first example, consider the matrix


1
1
A=
1
0

1
1
1
1

0
1
1
1


0
0
.
1
1

In Figure 2.1, two circuits computing the matrix A are shown, the circuit on the
right uses cancellations, and the circuit on the left is cancellation-free, and has
one gate more. For this particular matrix, any cancellation-free circuit must use
at least 5 gates.

2.3.1

Circuit Minimization

One motivation for studying the function gapCF/⊕ comes from the area of circuit
minimization. In the papers [Boyar et al. 2013c, Boyar & Peralta 2010], Boyar,
Matthews and Peralta proposed the following heuristic two-step approach to circuit minimization over the basis (∧, ⊕, 1).
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x1

x2

y1 +

x3
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x4

x1

x3

x4

y1 +

+

y2 +

x2

y4 +

y2 +

y3 +

y3 +
y4 +

Figure 2.1: Two circuits computing the matrix A. The circuit on the left is
cancellation-free, and has size 5 - one more more than the circuit on to the right.
1. Find a circuit using few ∧ gates, not caring about the number of ⊕ gates.
2. Find small circuit(s) for the remaining linear part(s).
The authors use heuristic methods to both Step 1 and 2. They mention that
problem 1 is “in all likelihood, a highly intractable problem”. Indeed the result
in [Find 2014a] states, that under standard cryptographic assumptions, it cannot
be done in polynomial time of the length of the truth table (see also Chapter 5).
As mentioned in the paragraph above, Step 2 is NP hard, so a natural
way of dealing with the problem is to use heuristics. They developed a new
heuristic, that turned out to give good results on when applied to the AES
S-box. More importantly for this work, they observed that the heuristics in
[Canright 2005, Paar 1995, Satoh et al. 2001] all produce cancellation-free circuits. By definition, an algorithm that always produces cancellation-free circuit
cannot have approximation ratio better than gapCF/⊕ (n). Hence, a lower bound
on gapCF/⊕ (n) automatically gives a lower bound on the approximation ratio on
any algorithm that produces only cancellation-free circuits. Theorem 2.11 implies
the following corollary.
Corollary 2.8. The algorithms in [Canright 2005, Paar
 Satoh et al. 2001]
 1995,
do not guarantee approximation ratios better than Θ logn2 n .
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It should be noted that both steps above have also been approached using exact methods [Fuhs & Schneider-Kamp 2010, Courtois et al. 2011b]. To the best
of our knowledge, it is not known whether the smallest circuit can always be
obtained in this was. We should emphasize that it is not known whether it is
always the case that the smallest circuit can be obtained in this way.

2.3.2

Separation

In [Boyar et al. 2013c], Boyar and Peralta exhibited an infinite family of matrices
where the sizes of the cancellation-free circuits computing them are at least 32 −
o(1) times the corresponding sizes for smallest XOR circuits for them, showing
that gapCF/⊕ (n) ≥ 32 − o(1).
The following proposition on the Boolean Sylvester-Hadamard matrix was
pointed out by Edward Hirsch and Olga Melanich [Hirsch & Melanich 2012]. The
n × n Boolean Sylvester-Hadamard matrix Hn , is defined recursively:


Hn Hn
H1 = (1), H2n =
.
Hn H n
Where A means the Boolean complement of the matrix A. It is known that
C⊕ (Hn ) ∈ O(n), but that in depth 2 it requires circuits of size Ω(n log n)
[Alon et al. 1990].
Proposition 2.9. The n × n Boolean Sylvester-Hadamard matrix requires cancellation-free circuits of size CCF (Hn ) ∈ Ω(n log n).
In for following we let det(·) denote the determinant over the reals. Since
log | det(Hn )| ∈ Ω(n log n), this proposition follows from following theorem due to
Morgenstern, ([Morgenstern 1973], see also [Bürgisser et al. 1997, Thm. 13.14]).
Theorem 2.10 (Morgenstern). For a Boolean matrix M ,
CCF (M ) ∈ Ω(log | det(M )|).
The statement holds more generally, namely for circuits with addition over the
complex numbers and scalar multiplication by any constant c ∈ C with |c| ≤ 2.
Cancellation-free circuits can be seen as a special case of this.
Using the recursive structure of Hn , it is not hard to show that C⊕ (Hn ) ∈
O(n), so this demonstrates that gapCF/⊕ (n) ∈ Ω(log n). It should be noted that
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no n × n Boolean matrix can have determinant larger than n!, so this technique
cannot give lower a bound on gapCF/⊕ (n) stronger than O(log n).
As mentioned in the introduction, the ratio gap∨/⊕ has been studied, (see
[Gashkov & Sergeev 2011, Jukna & Sergeev 2013]). Using the techniques of
[Jukna 2006], it can be derived (as is done in [Jukna & Sergeev 2013]) that
gap∨/⊕ (n) ∈ Ω(n/ log2 n).
We present a different construction exhibiting the same gap. The construction
is different, and in some sense simpler. Furthermore, our proof is quite different. More concretely we use communication complexity for the analysis to show
that certain conditional random variables are almost uniformly distributed in a
way that might have independent interest. Also our construction gives a similar
separation for circuits of constant depth (see Section 2.3.3).


n
Theorem 2.11. gap∨/⊕ (n) ∈ Ω log2 n .
The proof uses the probabilistic method. We construct randomly two matrices, and let A be their product. In order to use Lemma 2.7 on A, we need to
show that with high probability, the matrix A will be 2 log n-free. We do this via
Lemma 2.12 by showing that the marginal distribution of any entry in a fixed
2 log n × 2 log n submatrix is almost uniformly random.
In the following, for a matrix M , we let Mi (M i ) denote its ith row (column).
And for I ⊆ [n], we let MI (M I ) denote the submatrix consisting of the rows
(columns) with indices in I.
Lemma 2.12 might seem somewhat technical. However, there is a very simple intuition behind it: Suppose M is obtained at random as in the statement of the lemma. Informally we want to say that the entries do not “depend” too much on each other. More formally we want to show that given
all but one entry in M it is not possible to guess the last entry with significant advantage over random guessing. The proof idea is to transform any good
guess into a deterministic communication protocol for computation of the inner product, and to use a well known limitation on how well this can be done
[Chor & Goldreich 1988, Kushilevitz & Nisan 1997].
We will say that two (partially) defined matrices are consistent if they agree
on all their defined entries.
Lemma 2.12. Let M be an m × m partially defined matrix, where all entries
except Mpq are defined. Let B, C be matrices over F2 with dimensions m × 7m
and 7m × m respectively, be uniformly random among all possible pairs (B, C)
such that BC is consistent with M .
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Then for sufficiently large m, the conditional probability that Mpq is 1, given
all other entries, is contained in the interval ( 21 − m1 , 12 + m1 ), where the probability
is over the choices of B and C.
Before proving the lemma, we will first recall a fact from communication complexity, due to Chor and Goldreich [Chor & Goldreich 1985], see also
[Kushilevitz & Nisan 1997].
Theorem 2.13 (Chor, Goldreich). Let x and y be independent and uniformly
random vectors, each of n bits. Suppose a deterministic communication protocol
is used to compute the inner product of x and y, and the protocol is correct with
probability at least 21 + p. Then on some inputs, the protocol uses n2 − log(1/p)
bits of communication.
Proof of Lemma 2.12. Suppose for the sake of contradiction that there exists a
partially defined matrix M , such that when all entries but one are revealed,
the conditional probability of the last entry being a is at least 12 + m1 for some
a ∈ {0, 1}.
Assuming this, we will first present a randomized communication protocol
computing the inner product of two independent and uniformly random 7m bit
vectors x and y that always uses m bits of communication and is correct with
−2m
probability at least 21 + 24m . We will then argue that this protocol can be
completely derandomized. This results in a deterministic communication protocol
that violates Theorem 2.13. From this we conclude that such a partially defined
matrix, with this large probability of the last entry being a, does not exist.
Let Alice and Bob have as input vectors x and y, respectively, each of length
7m. Before getting their inputs, they use their shared random bits to agree on a
random choice of the two matrices B and C distributed as stated in the Lemma.
To compute the inner product of x and y, Alice replaces the row Bp with x and
Bob replaces the column C q with y, let the resulting matrices be B 0 and C 0 . Let
M 0 = B 0 C 0 . Notice that M and M 0 are consistent, except possibly on row p and
column q. Alice can compute the entire pth row of M 0 (except (M 0 )qp ). Similarly
Bob can compute the entire qth column (except (M 0 )qp ). The communication in
the protocol consists of first letting Alice send the m − 1 bits in the part of the
pth row she can compute to Bob. Bob now knows all the entries in M 0 , except
the entry Mpq .
In order for M 0 and M to be consistent, it is only necessary that the m − 1
defined entries in row p and the m − 1 defined entries in column q are equal in
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the two matrices, since B 0 and C 0 were defined such that all other entries were
equal. This occurs with probability at least 2−2m−2 .
In this case, the value Alice and Bob want to compute is exactly the only
unknown entry Mp0q . By assumption, this last entry is a with probability at least
1
+ m1 , so Bob outputs a. If the known entries in M 0 are not consistent with the
2
known entries in M , Bob outputs a uniformly random bit. This is correct with
probability 21 . Thus, the probability of this protocol being correct is at least:
−2m−2

2



1
1
+
2 m



+ (1 − 2−2m−2 )

1
2

2−2m
= 1/2 +
.
4m
So when the inputs are uniformly distributed, the randomized protocol computes the inner product of two 7m bits vectors with m bits communication, and
−2m
it is correct with probability at least 12 + 24m . By an averaging argument it
follows that there exist a deterministic communication protocol with the same
success probability. According to Theorem 2.13, any deterministic algorithm for
computing the inner product with this success probability must communicate at
least


7
4m
7m
3
− log(1/p) = m − log
= m − log m − 2.
−2m
2
2
2
2
Which is larger than m for sufficiently large values of m (m ≥ 16 suffices), and
we arrive at the desired contradiction.
We now use this to prove Theorem 2.11. We will use following result on the
“Zarankiewicz problem” [Kovári et al. 1954], see also [Jukna 2001].
Theorem 2.14 (Kovári, Sós, Turán). Let M be an (a − 1)-free n × n matrix.
Then the number of ones in M is at most (a − 1)1/a n2−1/a + (a − 1)n.
Proof of Theorem 2.11. We will probabilistically construct two matrices B, C of
dimensions n × 14 log n, 14 log n × n. Each entry in B and C will be chosen
independently and uniformly at random on F2 . We let A = BC. First notice that
it follows directly from Theorem 2.6 that B and C can be computed with XOR
circuits, both of size O(n). Now we can let the outputs of the circuit computing
C be the inputs of the circuit computing B. Notice that this composed circuit
will have many cancellations. The resulting circuit computes the matrix A and
has size O(n). We will argue that with probability 1 − o(1) this matrix will not
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have a 2 log n × 2 log n submatrix of all ones, while |A| ∈ Ω(n2 ). By Lemma 2.7
the results follows.
We show that for large enough n, with high probability neither of the following
two events will happen:
1. BC has a submatrix of dimension 2 log n × 2 log n consisting of all ones or
all zeros
2. |BC| ≤ 0.3n2
1) Fix a submatrix M of BC with dimensions 2 log n × 2 log n. That is, some
subset I of the rows of B, and a subset J of the columns in C so M = BI C J . We
now want to show that the probability of this matrix having only ones (or zeros)
is so small that a union bound over all choices of 2 log n × 2 log n submatrices
gives that the probability that there exists such a submatrix goes to 0. Notice
that this would be easy if all the entries in M were mutually independent and
uniformly distributed.
Although this is not case, Lemma 2.12 for m = 2 log n states, that this is
almost the case. More precisely, the conditional probability that a given entry
1
. We can now use the union bound to estimate
is 1 (or 0) is at most 21 + 2 log
n
the probability that A has a submatrix of dimension 2 log n × 2 log n with all the
entries being either 0 or 1:
!4 log2 n

2 
4 log2 n
1 + log1 n
1
n
1
n4 log n
2
+
≤ 2
2 log n
2 2 log n
(2 log n)!
2

4 log2 n 
1
1
+
log n


≤ 2
.
(2 log n)!
This tends to 0, so we arrive at the desired result.
2) Note that if one wants to show that with positive probability the number of
ones is Ω(n2 ), a straightforward application of Markov’s inequality suffices. Here
we will show the stronger statement that with probability 1 − o(1), the number
of ones is at least 0.3n2 . By the proof above, we may assume that the Boolean
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complement of A, Ā, does not have a 2 log n submatrix of all ones. By Theorem
2.14, the number of ones in Ā is at most
(2 log n − 1)1/2 log n n2−1/2 log n + (2 log n − 1)n.
One can verify that
(2 log n − 1)1/2 log n n2−1/2 log n + (2 log n − 1)n
1
=√ .
2
n→∞
n
2
lim

So if there is not a 2 log n × 2 log n matrix of all zeros in A, the number of zeros
in A is at most n2 (1 − √12 ) < 0.3n2 . Hence the probability of |A| being less than
0.3n2 tends to 0.
Remark 1: It has been pointed out by Avishay Tal that in order to show that
the matrix is O(log n)-free, a significantly simpler argument suffices. We present
it here: Let B, C be random matrices as in the construction of Theorem 2.11
but with dimensions n × 5 log n and 5 log n × n, respectively, and let A = BC.
Now any 5 log n × 5 log n submatrix of A is a product of two 5 log n × 5 log n
dimensional matrices, one being a submatrix of B and one being a submatrix of
C. Now recall the theorem from linear algebra:
Theorem 2.15 (Sylvester’s Rank Inequality). For two m × m matrices B, C
rank(BC) ≥ rank(B) + rank(C) − m.
The probability that a random k × k matrix with entries in F2 has
2
rank less than d is at most 2k−(k−d) (see e.g. the proof of Lemma 5.4 in
[Komargodski et al. 2013]). Now a union bound shows that the probability that
there is a 5 log n×5 log n submatrix of B or C with rank smaller than 0.51·5 log n
tends to 0. So for large enough n, with high probability, every 5 log n × 5 log n of
A will have rank at least 0.02 · 5 log n. A submatrix consisting of all ones or all
zeros has rank 0 or 1, which is less than 0.1 log n for large enough n. Thus, the
probability of this occurring tends to zero.
In the matrix constructed in [Jukna & Sergeev 2013, Theorem 5.8], they highlight the property that the matrix is t-Ramsey, meaning that both the matrix
and its complement are (t − 1)-free, and it is a somewhat interesting fact that
such matrices admit small XOR circuits. It follows immediately from the proof
of Theorem 2.11 that this holds as well for the matrix constructed, and we state
this a separate corollary.
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Corollary 2.16. For large enough n, with high probability, the bipartite graph
with adjacency matrix A from Theorem 2.11 is t-Ramsey for t = 2 log n.
Notice that by Theorem 2.6, the obtained separation is at most a factor of
O(log n) from being optimal. Also, except for lower bounds based on counting, all
strong lower bounds we know of are essentially based on Lemma 2.7. Following
that line of thought, one might hope to improve the separation above by coming
up with a better choice of A that does not have a O(log1−ε n) × O(log1−ε n) all
1 submatrix to get a stronger lower bound on C∨ (A), or perhaps hope that a
tighter analysis than the above would give a stronger separation. However, this
direction does not seem promising. To see this, it follows from Theorem 2.14 that
a matrix without a log1−ε n × log1−ε n all
1 submatrix,
obtained
 the lower bound
 2−
1

1−ε n
2
log
using Lemma 2.7 would be of order O n(log1−ε n)2 , which is o logn2 n .

2.3.3

Bounded Depth

For unbounded depth, there is no known family of (polynomial time computable) matrices known to require XOR circuits of superlinear size. However, if one puts restrictions on the depth, superlinear lower bounds are known
[Jukna & Sergeev 2013]. In this case, we allow each gate to have unbounded fanin, and instead of counting the number of gates we count the number of wires in
the circuit. See Figure 2.2 for an example of a depth two circuit.
In particular, the circuit model where the depth is bounded to be at most 2
is well studied. Similarly to previously, an XOR circuit in depth 2 is a circuit
where each gate computes the XOR or its inputs. When considering matrices
computed by XOR circuits, the general situation in the two circuit models is
very similar. The following two results are due to Lupanov [Lupanov 1956], see
also [Jukna & Sergeev 2013].
Theorem 2.17 (Lupanov). For every n× nmatrix A, there exists a depth 2
n2
wires computing A. Moreover,
cancellation-free circuit with at most O log
 2  n
n
wires.
almost every such matrix requires Ω log
n
Let gapd∨/⊕ (n) denote gap∨/⊕ (n) for circuits restricted to depth d (recall
that now size is defined as the number of wires). The separation presented in
[Jukna & Sergeev 2013, Theorem 5.8] holds for any depth d ≥ 2.
For depth d ≥ 4 this can be seen by inspecting the proof of Theorem 2.11. The
upper bound on the size of the XOR circuit worked as follows: First construct a
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Figure 2.2: An example of a depth 2 circuit, computing the same matrix as the
circuits in Figure 2.1. Notice that some gates have fan-in larger than 2. This
circuit has size 9.
circuit to compute C, and then construct a circuit for B with the outputs of C
as inputs, that is, a circuit for B that comes topologically after C. To get to an
upper bound of O(n) wires, we use Theorem 2.6. By using Theorem 2.17 twice,
we get a depth 4 circuit of that size.
For depths d = 2 and d = 3, one can use arguments similar to those given in
the proof of [Jukna & Sergeev 2013, Theorem 5.8]) to show that the separation
still holds in these two cases. We summarize this in the following theorem.


Theorem 2.18. Let d ≥ 2. gapd∨/⊕ (n) ∈ Ω logn2 n .

2.4

Computing the Sierpinski Matrix

In this section we prove that the n × n Sierpinski matrix, Sn , needs 21 n log n gates
when computed by a cancellation-free circuit, and that this suffices. The proof
strategy is surprisingly simple, it is essentially gate elimination where more than
one gate is eliminated in each step. Neither Theorem 2.10 nor Lemma 2.7 gives
anything nontrivial for this matrix.
As mentioned previously, there is no known (polynomial time computable)
family of matrices requiring XOR circuits of superlinear size. However there are
simple matrices that are conjectured to require circuits of size Ω(n log n). One
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such matrix is the Sierpinski matrix, (Aaronson, personal communication and
[Aaronson 2011]). The n × n Sierpinski (also called set disjointness) matrix, Sn ,
is defined inductively




1 0
Sn 0
S2 =
, S2n =
.
1 1
Sn Sn
Independently of this conjecture, Jukna and Sergeev [Jukna & Sergeev 2013,
Problem 7.11] have very recently asked if the “set intersection matrix”, Kn , has
C⊕ (Kn ) ∈ ω(n). The motivation for this is that C∨ (Kn ) ∈ O(n), so if true this
would give a counterpart to Theorem 2.11.
If n is a power of two, the n × n set intersection matrix Kn can be defined by
associating each row and column with a subset of [log n], and letting an entry be 1
if and only if the corresponding row and column sets have non-empty intersection.
One can also define Kn inductively:




0 0
Kn Kn
K2 =
, K2n =
,
0 1
Kn J
where J is the n × n matrix with 1 in each entry. It is easy to see that up to a
reordering of the columns, the complement of Kn contains exactly the same rows
as Sn . Thus, C⊕ (Kn ) is superlinear if and only if C⊕ (Sn ) is, since either matrix
can be computed from the other with at most 2n − 1 extra XOR gates, using
cancellation heavily.
To see that the set intersection matrix can be computed with OR circuits of
linear size observe that over the Boolean semiring, Kn decomposes into Kn = B ·
B T , where the ith row in B is the binary representation of i. Now apply Theorem
2.6 to the n × log n matrix B and its transpose and perform the composition.
Any lower bound against XOR circuits must hold for cancellation-free circuits, so a first step in proving superlinear lower bounds for the set intersection
matrix is to prove superlinear cancellation-free lower bounds for the Sierpinski
matrix. Below we show that CCF (Sn ) = 12 n log n. Our technique also holds for
OR circuits. This provides a simple example of a matrix family where the complements are significantly easier to compute with OR circuits than the matrices
themselves.
Gate Elimination Suppose some subset of the input variables are restricted
to the value 0. Now look at the resulting circuit. Some of the gates will now
compute the value z = 0 ⊕ w. In this case, we say that the gate is eliminated
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since it no longer does any computation. The situation can be more extreme,
some gate might “compute” z = 0 ⊕ 0. In both cases, we can remove the gate
from the circuit, and forward the input if necessary (if z is an output gate, w
now outputs the result). In the second case, the parent of z will get eliminated,
so the effect might cascade. For any subset of the variables, there is a unique set
of gates that become eliminated when setting these variables to 0.
In all of the following let n be a power of 2, and let Sn be the n × n Sierpinski
matrix. The following proposition is easily established.
Proposition 2.19. For every n, the Sierpinski matrix Sn has full rank, over both
R and F2 .
We now proceed to the proof of the lower bound of the Sierpinski matrix for
cancellation-free circuits. It is our hope that this might be a step towards proving
an ω(n) lower bound for XOR circuits.
Theorem 2.20. For every n ≥ 2, any cancellation-free circuit that computes the
n × n Sierpinski matrix has size at least 12 n log n.
Proof. The proof is by induction on n. For the base case, look at the 2 × 2 matrix
S2 . This clearly needs at least 21 2 log 2 = 1 gate.
Suppose the statement is true for some n and consider the 2n × 2n matrix
S2n . Denote the output gates y1 , . . . , y2n and the inputs x1 , . . . , x2n . Partition
the gates of C into three disjoint sets, C1 , C2 and C3 (Figure 2.3 illustrates the
situation), defined as follows:
• C1 : The gates having only inputs from x1 , . . . , xn and C1 . Equivalently the
gates not reachable from inputs xn+1 , . . . , x2n .
• C2 : The gates in C − C1 that are not eliminated when inputs x1 , . . . , xn are
set to 0.
• C3 : C − (C1 ∪ C2 ). That is, the gates in C − C1 that do become eliminated
when inputs x1 , . . . , xn are set to 0.
Obviously |C| = |C1 | + |C2 | + |C3 |. We will now give lower bounds on the sizes
of C1 , C2 , and C3 .
C1 : Since the circuit is cancellation-free, the outputs y1 , . . . , yn and all their
predecessors are in C1 . By the induction hypothesis, |C1 | ≥ 21 n log n.
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x1 x2 x3 x4 x5 x6 x7 x8

C1

y1

y2

y3

C2

y4

y5

y6

y7

y8

Figure 2.3: Figure illustrating the inductive step. Due to monotonicity there is
no wire crossing from right to left. The gates on the left hand side are in C1 .
Notice that wires crossing the cut are red, and that these wires become constant
when x1 , . . . , xn are set to 0, so the gates with one such input wire are in C3 . The
rest are in C2 .
C2 : Since the gates in C2 are not eliminated, they compute Sn on the inputs
xn+1 , . . . , x2n . By the induction hypothesis, |C2 | ≥ 21 n log n.
C3 : The goal is to prove that this set has size at least n. Let δ(C1 ) be the set
of wires from C1 ∪ {x1 , . . . , xn } to C2 ∪ C3 . We first prove that |C3 | ≥ |δ(C1 )|.
By definition, all gates in C1 attain the value 0 when x1 , . . . , xn are set to
0. Let (v, w) ∈ δ(C1 ) be arbitrary. Since v ∈ C1 ∪ {x1 , . . . , xn }, w becomes
eliminated, so w ∈ C3 . By definition, every u ∈ C3 can only have one child in
C1 . So |C3 | ≥ |δ(C1 )|.
We now show that |δ(C1 )| ≥ n. Let the endpoints of δ(C1 ) in C1 be e1 , . . . , ep
and let their corresponding value vectors be v1 , . . . , vp .
The circuit is cancellation-free, so coordinatewise addition corresponds to addition in R. Now look at the value vectors of the output gates yn+1 , . . . , y2n .
For each of these, the vector consisting of the first n coordinates must be
in spanR (v1 , . . . , vp ), but the rank of Sn is n, so p ≥ n. We have that
|C3 | ≥ |δ(C1 )| ≥ n, so
1
1
1
|C| = |C1 | + |C2 | + |C3 | ≥ n log n + n log n + n = (2n) log(2n).
2
2
2
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This is tight:
Proposition 2.21. The Sierpinski matrix can be computed by a cancellation-free
circuit using 21 n log n gates.
Proof. This is clearly true for S2 . Assume that Sn can be computed using 12 n log n
gates. Consider the matrix S2n . Construct the circuit in a divide and conquer
manner by constructing recursively on the variables x1 , . . . , xn and xn+1 , . . . , x2n .
This gives outputs y1 , . . . , yn . After this use n operations to finish the outputs
yn+1 , . . . y2n . This adds up to exactly 21 (2n) log(2n).
XOR Circuits (With Cancellation) In the proof of Theorem 2.20, we used
the cancellation-free property when estimating the sizes of both C1 and C3 . However, since Sn has full rank over F2 , a similar dimensionality argument to that
used when estimating C3 holds even if the circuits use cancellation. Therefore
in the inductive step we might replace the assumption of the circuits being a
cancellation-free circuit with the assumption that for the 2n × 2n Sierpinski matrix, there is no path from xn+i to yj for i ≥ 1, j ≤ n. We have not been able to
show whether or not this is the case for minimum sized circuits, although we have
experimentally verified that for general XOR circuits, the matrices S2 , S4 , S8 do
not admit circuits smaller than the lower bound from Theorem 2.20.
OR circuits In the proof of Theorem 2.20, the estimates for C1 and C2 hold
for OR circuits too, but when estimating C3 , it does not suffice to appeal to rank
over F2 or R. However, it is not hard to see that any set of row vectors that
“spans” Sn (with the operation being coordinate-wise OR) must have size at least
n.
Theorem 2.22. Theorem 2.20 holds for OR circuits as well.
This proof strategy for Theorem 2.20 has recently been used by Sergeev to
prove similar lower bounds for another family of Boolean matrices for OR circuits
[Sergeev 2012]. As mentioned in the introduction, Theorem 2.20 can be shown
using another strategy. In [Kennes 1992], Kennes gives a lower bound on the
complexity of computing the Möbius transformation of a Boolean lattice. It is
not hard to verify that the Sierpinski matrix corresponds to the Möbius transformation induced by the subset lattice. Combining this observation with Kennes’
result gives the same lower bound.
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Since C∨ (Kn ) ∈ O(n) and Kn contains the same rows as S̄n , the complement
of Sn , the Sierpinski matrix is harder to compute than its complement.
Corollary 2.23. C∨ (Sn ) = Θ(log n)C∨ (S̄n ).
Until very recently, this was the largest gap between the OR complexity of
A and Ā for an explicit matrix. See [Sergeev 2014] for a very recent manuscript
describing a construction greatly improving on this.

2.5

Conclusions and Open Problems

We show the existence of matrices,for which
OR circuits and cancellation-free

n
XOR circuits are both a factor of Ω log2 n larger than the smallest XOR circuit.
This separation holds in unbounded depth and any constant depth of at least 2.
This means that when designing XOR (sub)circuits, it can be important that
the methods employed can produce circuits which have cancellation.
Does there exist n × n matrices that can be computed with XOR circuits of
size O(n)
 but
 where cancellation-free circuits (or even OR circuits) must have
size ω logn2 n ? Is it the case that if an n × n matrix admits XOR circuits of
 2 
n
?
size O(n) then it automatically admits cancellation-free circuits of size o log
n
More generally we ask if gapCF/⊕ (n) or gap∨/⊕ (n) are o (n/ log n)? Is gapCF/⊕ (n)
or gap∨/⊕ (n) in ω(n/ log2 n).
If a cancellation-free or an OR circuit computes the Sierpinski matrix correctly, it has size at least 21 n log n. For this particular family of matrices, it is
not obvious to what extent cancellation can help. It would be very interesting to
determine this, since it would automatically provide a converse to Theorem 2.11.
We find it tempting to conjecture that the same lower bound, or at least a
superlinear lower bound, holds for XOR circuits as well. A first step in disproving
this would be to show that for some n (a power of 2), there exists an XOR circuit
of size at most 21 n log n − 1 computing Sn .

Part II
Nonlinearity

Chapter 3

Measures of Nonlinearity and
Presentation of Results

To the trained mind, complexity
is a delight, not a burden
From The Bletchley Circle
(TV series)

Suppose a Boolean function, f , is supposed to be a cryptographic primitive,
such as a block cipher, stream cipher, cryptographic hash function, etc. Then
f should, to be practical, be simple according to some criterion (such as circuit
implementation). In the other hand, to fulfill its purpose as a cryptographic primitive, f should satisfy Shannon’s famous principle of confusion [Shannon 1949].
This means that the relationship between f (x) and x should be “very” complicated. In particular it should be computationally infeasible to infer something
about x given f (x). It was noted in [Meier & Staffelbach 1989] that confusion implied an inherent nonlinearity of the function used. They introduced the concept
of nonlinearity criteria for cryptographic Boolean functions. These are measures
delineating the extent to which a Boolean function is nonlinear. The importance
of such measures has been verified many times since. Indeed, many cryptanalytic
results are on the form “Let X be the following notion of nonlinearity, then if
a function is sufficiently close to being linear according to X, it is likely to vulnerable against following attack ...”. We refer to Section 3.1 for examples and
references.
The purpose of this part of the dissertation is to study the following previously
suggested nonlinearity measures: algebraic degree, nonlinearity, multiplicative
complexity, normality, algebraic thickness, and annihilator immunity, although
annihilator immunity is only lightly covered. The structure of this chapter is as
follows:
In Section 3.1, we introduce the measures. We define each measure, discuss
the extreme values of the measures along with some relationships between this
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measure and cryptography. We emphasize that it is not the point of this dissertation to give a full survey of the cryptanalysis related to these measures. Therefore
we give just enough description to convince the reader that there is a relationship between each of the measures and cryptographic properties. For some of
the measures we briefly discuss the computational complexity of computing the
measure.
In Section 3.2 we study the behavior of the nonlinearity measures on random
functions. For each of the measures, with the exception of annihilator immunity,
we show that a random function is highly nonlinear. We either give a simpler
(at least in the author’s opinion) proof of a lower bound on the nonlinearity of
random functions, a slightly stronger bound than what is previously published,
or simply just give a formal proof of a “folklore” result.
In Section 3.3 we consider the relationship between pairs of measures; that is,
to what extent does an upper bound on one measure imply an upper bound on
an other?
This chapter alone should give the reader an overview of the nonlinearity
measures and how they relate to each other. This includes most of the results
from Chapter 4, 5, 6, and 7. We refer to these chapters for further motivations,
technical details, and proofs.
Remark: Most of the results covered in this chapter are known results. With
only few exceptions I give these without proof and with a reference to the appropriate source. Some results are already published or included in a manuscript
(with myself being one of the authors). In this case a copy of the paper is included in one of the subsequent chapters, and in this chapter the result is simply
stated along with a reference to the proof. There is a third type of result in this
chapter, results that are due to myself, but not yet published. In this case, the
full proof is included in this chapter.

3.1

The Measures

In this section we give an overview of all the nonlinearity measures studied in
this dissertation. According to Meier and Staffelbach, a good “nonlinearity criteria” should be invariant under affine bijections [Meier & Staffelbach 1989]. This
means that if A is an invertible affine mapping, f is just as (non)-linear as f ◦ A.
This is satisfied for all measures in this section (see Section 4.2).
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Algebraic Degree

Let f be an (n, 1)-function in the variables x1 , . . . , xn . Then f can be expressed uniquely as a multilinear polynomial over F2 called the algebraic normal
form (ANF) or the Zhegalkin polynomial. That is, there exist unique constants
c∅ , , c{1} , . . . , c{n} , c{1,2} , . . . , c{1,...,n} , such that
X

f (x1 , . . . , xn ) =

S⊆[n]

cS

Y

xj ,

j∈S

where arithmetic is in F2 . The (algebraic) degree is defined as the largest |S| such
that cS = 1. Algebraic degree is also sometimes called “algebraic nonlinearity”
[O’Connor & Klapper 1994], “nonlinear order” [Knudsen 1994], or “nonlinear degree” [Lai 1994]. We call functions of degree 1 affine functions. Affine functions
with c∅ = 0 are called linear. A Function of degree 2 is quadratic. By definition,
no function has algebraic degree more than n.
Relation to Cryptographic Properties The simplest relation between degree and cryptography comes from
 the observation that if a function f has constant degree d, the ANF has nd = poly(n) possible terms. Given the pairs
(x1 , f (x1 ), . . . , (x(n) , f (x(n) ) (for appropriately chosen xi ’s ), one can recover the
d
d


entire function by solving nd linear equations with nd unknowns.
This general idea has also been applied when f is a filter function for a linear
feedback shift register (see e.g. [Courtois & Meier 2003]).

3.1.2

Nonlinearity

The nonlinearity of an (n, 1)-function f is the Hamming distance to the closest
affine function, more precisely,
N L(f ) = 2n −

max |{x ∈ Fn2 |a> x + b = f (x)}|,

a∈Fn
2 ,b∈F2

and for an (n, m)-function f , the nonlinearity is defined as
N L(f ) =

min

{N L(fT )}.

T ⊆[m],T 6=∅

It is a simple observation that an (n, 1)-function is affine if and only if it has
nonlinearity 0.
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A Very Short Introduction to Fourier Analysis The nonlinearity of a
function is tightly related to its Fourier spectrum. In this paragraph we give a
brief introduction to Fourier analysis, including useful terminology and contained
explanations for the following two well known facts. This paragraph does not
contain new results, and is included for the reader’s convenience only. We refer
to [O’Donnell 2014] for further proofs and details.
Fact 1. Let f : Fn2 → F2 , then N L(f ) ≤ 2n−1 − 2n/2−1 .
Equivalently, for any Boolean function f , there is some affine function that
agrees with f on at least 2n−1 + 2n/2−1 points.
Fact 2. Let f : Fn2 → F2 . Then the nonlinearity is defined by the largest magnitude of a Fourier coefficient of f .
To see this, let us for a moment change notation such that a Boolean function
is a mapping f : Fn2 → {1, −1}. The mappings from Fn2 into R form a vector
space V of dimension 2n . Endow this vector space with the inner product
hf, gi :=

1 X
f (x)g(x).
2n x∈Fn
2

Now for S ⊆ [n], we define χS : Fn2 → {1, −1} as
χS (x) = (−1)

P

i∈S

xi

,

and consider the 2n vectors χS , for S ⊆ [n]. Notice that there is a one to one
correspondence between these vectors and the 2n linear mappings from Fn2 to F2 .
It is elementary to verify that all these vectors have norm 1 in the norm induced
by the inner product. Furthermore, they are pairwise orthogonal. Therefore, the
vectors form an orthonormal basis of V. This basis is called the Fourier basis.
Now it is a routine fact from linear algebra is that every f : Fn2 → {1, −1} can be
written as
X
f (x) =
fˆ(S)χS (x),
S⊆[n]

where

1 X
fˆ(S) = hf, χS i = n
f (x)χS (x),
2 x∈Fn
2

is called the Fourier coefficient of f on S.

(3.1)
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For a function f and S ⊆ [n] let A denote the number of points where f (x) =
χS (x) holds. Since each term in the sum in Equation 3.1 is 1 when f (x) = χS (x)
and −1 otherwise, it follows that
1
fˆ(S) = n (2A − 2n ) .
2

In particular
A = 2n−1 + 2n−1 fˆ(S).
This illustrates the second fact.
In the norm induced by the inner product, all mappings from Fn2 into {1, −1}
are unit vectors. In particular this together with Parseval’s formula implies that
for every f : Fn2 → {−1, 1},
2
X
fˆ(S) = 1.
S⊆[n]

We conclude that for any (n, 1)-function f , it agrees with some affine function on
at least 2n−1 + 2n/2−1 points since at least one Fourier coefficient has magnitude
at least 2−n/2 .
(n, 1)-functions With High Nonlinearity It follows from the facts above
that a function has nonlinearity 2n−1 − 2n/2−1 if and only if all its Fourier coefficients have magnitude 2−n/2 . Such functions are called bent functions, and they
can exist only for even n [Rothaus 1976]. It turns out that for every even n ≥ 2,
n/2
n/2
bent (n, 1)-functions exist. Let π be a permutation on F2 and let g : F2 → F2
be any Boolean function.
By computing the Fourier coefficients one can verify that a function on the
form
f (x1 , . . . , xn/2 , y1 , . . . , yn/2 ) = x> π(y) + g(y),
(3.2)
is bent. This family of bent functions is called Maiorana-McFarland functions
(see [McFarland 1973, Dillon 1974] and [Carlet 2010a, Section 8.6.4]). A special
case is when π is the identity and g is the constant 0. In this case the function
is called the inner product. In this case the function is quadratic. We state a
slightly modified version of this as a proposition.
Proposition 3.1. For any 0 ≤ s ≤ n2 , the function
f (x) = x1 x2 + x3 x4 + . . . + x2s−1 x2s ,
has nonlinearity 2n−1 − 2n−s−1 .
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For odd n the situation is a bit more complicated, if n is odd and g
is a bent (n − 1, 1)-function, the (n, 1)-function defined as f (x1 , . . . , xn ) =
n−1
g(x1 , . . . , xn−1 ) has nonlinearity 2n−1 − 2 2 . However, this is suboptimal for
n ≥ 9 [Kavut et al. 2006].
(n, m)-functions With High Nonlinearity Bent (n, m) functions exist only if
n is even and m ≤ n2 [Nyberg 1991]. In the following, we identify Fn2 with F2n . We
do this by considering F2n in the polynomial representation, as an n-dimensional
vector space over F2 (see e.g. [Lidl & Niederreiter 1983, Carlet 2010b]). A standard example of a bent (2n, n)-function is the finite field multiplication function:
F F M (x, y) = x · y,

(3.3)

where multiplication is in F2n . To show that this function is a bent function
on 2n variables is elementary, although not as straightforward as for (3.2). For
convenience of the reader we present a proof showing the bentness of the finite
field multiplication. The proof technique is similar to those in [Nyberg 1991,
Nyberg 1993].
Proposition 3.2. The (2n, n)-function from 3.2 has nonlinearity 22n−1 − 2n−1 .
Proof. It suffices to show that for a, b, c ∈ Fn2 and c 6= 0,
X

> x+b> y+c> F F M (x,y)

(−1)a

= 2n .

x,y∈Fn
2

For any fixed c ∈ Fn2 , the mapping x → c> x is a linear from Fn2 to F2 . It is well
known that the trace map, TrF2n /F2 (from now on abbreviated Tr) is universal
for such linear mappings from (see e.g. [Lidl & Niederreiter 1983, 2.24]). More
precisely there exist λ1 , λ2 , λ3 ∈ F2n , with λ3 6= 0 such that
X

> x+b> y+c> F F M (x,y)

(−1)a

=

x,y∈Fn
2

X

(−1)Tr(λ1 ·x)+Tr(λ2 ·y)+Tr(λ3 ·x·y)

x,y∈F2n

=

X
x∈F2n

(−1)Tr(λ1 ·x)

X
y∈F2n

(−1)Tr(y·(λ2 +λ3 ·x))
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Now consider the “inner” sum: if λ2 = λ3 x, the inner sum is 2n . Otherwise, it
follows from the balancedness of
 Trthat the inner term is 0. We conclude that
λ1 λ2
Tr λ
n
3
, which shows the desired result.
the sum above equals 2 (−1)
If n = m, The Sidelnikov-Chabaud-Vaudenay bound [Sidelnikov 1971],
[Chabaud & Vaudenay 1994] (this name is due to Carlet [Carlet 2010b]) implies
n−1
that N L(f ) is at most 2n−1 − 2 2 , and functions meeting this bound are called
almost bent. These exist only for odd n. As remarked by Carlet, this name is a
bit misleading since the name indicates that they are suboptimal, which they are
not. Again, if we identify Fn2 and F2n , for 1 ≤ i ≤ n−1
and gcd(i, n) = 1, the so
2
called Gold functions defined as
 i
i
G(x) = x2 +1 = x · x2 ,
(3.4)
are almost bent [Gold 1968]. This function is quadratic since the F2n -mapping
x 7→ x2 is a mapping, when considered as an operator on Fn2 . Additionally,
each output bit of finite field multiplication is quadratic in the inputs, see also
[Carlet 2010b].
Finally, we mention the finite field inversion function. Again if we identify
Fn2 and F2n , this function is defined as
 −1
x
, x 6= 0
2n −2
IN V (x) = x
=
,
0 ,x = 0
where x−1 is the multiplicative inverse of x in F2n . For even n this function
has nonlinearity 2n−1 − 2n/2 [Carlitz & Uchiyama 1957] (see also [Carlet 2010b,
9.3.1.7].
Relation to Cryptographic Properties Several attacks based on functions
having low nonlinearity have been proposed. We refer again to [Carlet 2010a,
Section 8.4],[Carlet 2010b, Section 9.1] and [Joux 2009, Chapter 9] for more
comprehensive surveys. The fast correlation attacks on stream ciphers use
the existence of good affine approximations (see e.g.
[Ding et al. 1991,
Chepyzhov & Smeets 1991]). Similarly, the linear cryptanalysis attacks exploits a non-trivial correlation between the inputs and the outputs (see e.g.
[Matsui 1993]).
Finally,
there are the differential cryptanalysis attacks (see
[Biham & Shamir 1991, Biham & Shamir 1992]). Here, a seemingly different property is exploited: For an (n, m)-function f , if for suitably chosen ∆, δ,
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the equation
f (x) + f (x + ∆) = δ,
has (much) more than 2n−m solutions in x.
(n, n)-functions optimal
with respect to this criterion are called almost perfect nonlinear functions
[Nyberg & Knudsen 1995], and a relationship between this property and nonlinearity comes from the following proposition.
Theorem 3.3 (Chaubaud and Vaudenay, [Chabaud & Vaudenay 1994]). Let f
be an almost bent (n, n)-function. Then f is almost perfect nonlinear.
For (n, 1)-functions, a relationship between a similar property and Fourier
coefficients follows from the work [Bellare et al. 1996] (see also [O’Donnell 2014,
Thm. 1.30]).
Theorem 3.4 ([Bellare et al. 1996]).
Pr n [f (x) + f (y) = f (x + y)] =

x,y∈F2

1 1 X ˆ 3 1 1
+
f (S) ≤ + max fˆ(S).
2 2
2 2 S⊆[n]
S⊆[n]

Again, this number is closest to 12 when the magnitude of the largest Fourier
coefficient is minimal.
Because of these attacks, it was an explicit design criteria in the Advanced
Encryption Standard [Daemen & Rijmen 1999] to use building blocks with high
nonlinearity. In this case, the function used is IN V from above.
Computing The Nonlinearity Computing the nonlinearity of an (n, 1)function given its truth table on 2n bits can trivially be done using O(22n )
arithmetic operations.
Using the Fast Walsh Transformation (see e.g.
[F.J & Sloane 1977] and [O’Donnell 2014, Chapter 1]) this number can be reduced to O(n2n ). Several algorithms for computing the nonlinearity given
the ANF have been proposed [Gong et al. 2014, Çalik & Doganaksoy 2012,
Gupta & Sarkar 2009].
The problem of computing the nonlinearity given a circuit or a formula was
studied by the present author in [Find 2014a]. The paper is included in Chapter 5.
Let AF F IN E denote the set of circuits computing functions with nonlinearity
0. Already determining if a function has nonlinearity 0 is, not surprisingly, hard.
Theorem ([Find 2014a]. Theorem 5.5 on page 93). AF F IN E is coNP complete.
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Let N LC denote the problem of computing the nonlinearity of a function
represented by a circuit. This problem turns out to be hard for a complexity
class conjectured to be much larger.
Theorem ([Find 2014a]. Theorem 5.6 on page 94). N LC is #P-hard.

3.1.3

Multiplicative Complexity

Before defining the multiplicative complexity we need the following definition.
An XOR-AND circuit is a Boolean circuit where each gate is either ⊕ (XOR,
addition in F2 ), ∧ (AND, multiplication in F2 ) or the constant 1.
For an (n, m)-function f , the multiplicative complexity, denoted c∧ (f ), is defined as the smallest number of AND gates necessary and sufficient to compute
f using an XOR-AND circuit with all gates having fan-in 2. It was shown already in [Nechiporuk 1962] that almost every (n, 1)-function has multiplicative
complexity at least (1 − o(1))2n/2 and that every function has multiplicative complexity at most (1 + o(1))2n/2 . Independently1 , multiplicative complexity was
studied in [Boyar et al. 2000b, Boyar & Peralta 2008], where they among other
things showed that almost every (n, 1)-function has multiplicative complexity at
least 2n/2 − O(n) and that every function has multiplicative complexity at most
2n/2+1 − n/2 − 2,
when n is even and at most
3
√ 2n/2+1 − n/2 − 3/2,
2 2
when n is odd. The more general case where f has more than one bit of output
seems to be only little studied. We present the following two results.
Theorem (Theorem 3.17. Find. Not previously published.). Let f be a random
(n, m)-function. Then almost surely,
√
c∧ (f ) ≥ m2n − 2n − m.
The proof is a straightforward application of the counting method. For completeness, it is included in Section 3.2. We also present an upper bound. The
upper bound is at most a factor of 2.5 from being tight.
1

The work of Nechiporuk was published in Russian and was almost unnoticed in “the West”
until it was referenced in [Jukna 2012]. To the best of our knowledge there is still no English
translation of the result.
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Theorem 3.5 (Find. Not previously published.). Let f be an (n, m)-function.
If log m is an integer and n + log m is even, then
√
c∧ (f ) ≤ 2(1 + on (1)) m2n ,
otherwise

√
c∧ (f ) ≤ 2.5(1 + on (1)) m2n ,

Before presenting the proof, we define indicator functions, and a result about
their multiplicative complexity.
Definition 3.6. For every n ∈ N and z ∈ Fn2 the indicator function Iz : Fn2 → F2
is defined as Iz (x) = 1 if and only if z = x.
The following simple proposition on multiplicative complexity of indicator
functions will be helpful in the proof.
Proposition 3.7. Let n > 1 be arbitrary. Define the (n, 2n )-function
AIn (x) = (I(0,0,...,0) (x), I(1,0,...,0) (x), . . . , I(1,1,...,1) (x)).
Then the multiplicative complexity of AIn is c∧ (AIn ) = 2n − n − 1
Proof. First we show that c∧ (AIn ) ≤ 2n − n − 1. We start by computing all
quadratic terms, that is terms on the form xi xj for 1 ≤ i < j ≤ n. This can be
done using one AND gate for each of the n2 terms. Now we compute each degree
three term. Since each degree three term xi xj xk can be written as xi Q for some
quadratic term Q, we can do this with one AND gate for each term. Continuing
Q
this way until we have computed the term i∈S xi for each S ⊆ [n]. The number
of AND gates used is
   

  
n
n
n
n
+
+ ... +
+
= 2n − n − 1.
2
3
n−1
n
Now that all the terms that can occur in a ANF have been obtained, any function
can be computed without using additional AND gates. In particular, all the
indicator functions can be computed using no additional AND gates.
For the lower bound, suppose M AND gates, A1 , . . . , AM suffice to compute
Q
the 2n indicator functions. Let T1 , . . . , T2n be some ordering of the terms i∈S xi ,
n
S ⊆ [n]. Each function f : Fn2 → F2 can be considered as a vector in F22 by
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letting the ith coordinate be 1 if and only if term Ti is included in the ANF of
f . Considering all functions as vectors in this way, it follows that
{Iz |z ∈ Fn2 } ⊆ spanF2 {1, x1 , . . . , xn , A1 , . . . , AM }.
All the indicator functions are linearly independent, so we have
2n = dim({Iz |z ∈ Fn2 }) ≤ dim(spanF2 {1, x1 , . . . , xn , A1 , . . . , AM }) ≤ M + n + 1.
Proof of 3.5. In the following let k be an integer to determined later. First compute all the indicator functions on the last n−k variables xk+1 , xk+2 , . . . , xn . This
uses 2n−k − (n − k) − 1 AND gates. Given all these indicators, using only XOR
gates, it is possible to compute compute the function
fi (a1 , a2 , . . . , ak , xk+1 , xk+2 , . . . , xn ),
for any choice of constants i ∈ [m] and a ∈ Fk2 . Now compute all the indicator
functions on the first k variables using 2k − k − 1 AND gates. After this, for each
i ∈ [m], and for each a ∈ Fk2 compute
gi (x, a) := I(a1 ,...,ak ) (x1 , . . . , xk ) ∧ fi (a1 , a2 , . . . , ak , xk+1 , xk+2 , . . . , xn ).
This uses m · 2k AND gates. Now observe that
M
fi (x) =
gi (x, a),
a∈Fk2

so each fi can be obtained using only XOR gates. The total number of AND
gates used is less than
m2k + 2n−k + 2k .
m
Suppose that log m is an integer and n+log m is even. Letting k = n−log
results
2
in
√
n+log m
n−log m
n−log m
m2 2 + 2 2 + 2 2 = (1 + on (1))2 m2n .


m
m
Otherwise we let k = n−log
. Let k = n−log
+ ε. The the total number of
2
2
AND gates is at most
√ n
√ n
(1 + on (1)) m2 2 (2ε + 2−ε ) ≤ 2.5(1 + on (1)) m2 2 .
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Functions with High Multiplicative Complexity A Lower bound on the
multiplicative complexity of a function is automatically a lower bound on the
circuit complexity of the same function. Given the state of affairs of circuit lower
bounds (see e.g. [Jukna 2012]), it is not surprising that we know of no explicit
function with provably high multiplicative complexity. However for multiplicative complexity the situation is even more delicate than what one might expect.
We know of no concrete (n, 1)-function of multiplicative complexity more than
n − 1. As shown in [Schnorr 1988], a function with degree d has multiplicative
complexity at least d − 1, so a lower bound of n − 1 follows easily if a function
has degree n.
It has been verified that all functions on four variables have multiplicative
complexity at most 3 and all functions on five variables has multiplicative complexity at most 4 [Turan & Peralta 2014]. This latter result disproved a conjecture stated in [Boyar et al. 2013a]. We conjecture that there exist functions on
6 variables with multiplicative complexity 6. Exhibiting one such function (or
showing that such a function does not exist) remains an open problem.
For functions with more than one bit of output, we gave a slightly stronger
lower bound.
Theorem ([Boyar & Find 2014c]. Theorem 6.5 on page 103). The (n, n)Q
function f defined as fi (x) = j∈[n]\{i} xj , has multiplicative complexity at least
2n − 3.
Relation to Cryptographic Properties Multiplicative complexity is related to cryptographic properties in several different ways. As mentioned in
[Boyar et al. 2013a] finding preimages of an (n, m)-function given its implementation by an XOR-AND circuit with M AND gates can be done with 2M queries
to f . We conclude that one-way functions should have multiplicative complexity
ω(log n). If one requires a function to be collision resistant, we gave a stronger
lower bound on the multiplicative complexity.
Theorem ([Boyar et al. 2013a, Boyar et al. 2014]. Theorem 4.8 on page 81).
Collision resistance of a function f from n to m bits requires that f has multiplicative complexity at least n − m.
So functions used as cryptographic primitives such as hash functions, pseudorandom generators, encryption, etc. must have a certain multiplicative complexity. However multiplicative complexity is an interesting measure for other reasons
than alone being a measure of nonlinearity: In many applications it is harder, in
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some sense, to handle AND gates than XOR gates, so one is interested in a circuit
over (∧, ⊕, 1) with a small number of AND gates, rather than a circuit with the
smallest number of gates. Examples of this include protocols for secure multiparty computation (see e.g. [Chaum et al. 1988, Kolesnikov & Schneider 2008]),
non-interactive secure proofs of knowledge [Boyar et al. 2000a], and fully homomorphic encryption (see for example [Vaikuntanathan 2011]).
Computing The Multiplicative Complexity As indicated above, the problem of determining the multiplicative complexity of a function is of importance,
and indeed it is a main topic in several papers (see e.g. [Boyar et al. 2013c,
Cenk & Özbudak 2010, Courtois et al. 2011a]) to find circuits with few AND
gates for specific functions using either exact or heuristic techniques. Despite this, it appears that the computational hardness has not been studied before. Using ideas from natural proofs [Razborov & Rudich 1997] (see
also [Arora & Barak 2009, Chapter 23]) in a way similar to what is done in
[Kabanets & yi Cai 2000], we showed the following in [Find 2014a] (contained
in Chapter 5). In the following we let M CT T be the computational problem of
determining the multiplicative complexity of a function given its truth table.
Theorem ([Find 2014a]. Theorem 5.2 on page 91). Suppose one-way functions
exist. On input a truth table of length 2n , M CT T cannot be computed in time
2O(n) .
The proof automatically reveals the hardness of approximation.
Theorem ([Find 2014a]. Theorem 5.4 on page 92). Suppose one-way functions
exist. For every constant ε > 0, no algorithm takes the 2n bit truth table of a
function f and approximates c∧ (f ) with ρ(n) ≤ (2 − ε)n/2 in time 2O(n) .
In terms of upper bounds, as stated in Section 3.1.2, determining whether a
function has multiplicative 0 is coNP-complete. Let M CC be the decision problem of determining if a function has at most some given multiplicative complexity.
We show that this is contained in the second level of the polynomial hierarchy.
Theorem ([Find 2014a]. Theorem 5.8 on page 95). M CC ∈ Σp2 .

3.1.4

Normality

In the following let a flat be an affine (sub)space of Fn2 . A function is k-normal
if there exist a k-dimensional flat E such that f is constant on E [Charpin 2004,
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Carlet 2002]. For simplicity define the normality of a function f , which we denote
N (f ), as the largest k such that f is k-normal. Similarly, we say that the weak
normality, denoted WN (f ), is the largest k such that f is affine on some flat
of dimension k. Clearly N (f ) ≤ WN (f ) ≤ N (f ) + 1. We recall that affine
functions have normality at least n − 1 (which is the largest possible for nonconstant functions). As shown in the next section, a random Boolean function
has normality at most log n + log log n with high probability. It can be shown
that any (n, 1)-function is constant on some flat of dimension log n − O(1) and
thus N (f ) ≥ log n − O(1) [Cohen 2014].
Functions with Low Normality Functions with normality larger than k are
often called affine dispersers of dimension k, and a great deal of work has been put
into deterministic constructions of functions with low normality. Currently, the
asymptotically best known deterministic function, due to Shaltiel, has normality
0.9
at most 2log n [Shaltiel 2011].
Relation to Cryptographic Properties In 2012, a concrete attack based on
a function having low normality was mounted in [Mihaljevic et al. 2012].

3.1.5

Algebraic Thickness

For an (n, 1)-function, f , let kf k be the number of nonzero coefficients in
P
the ANF. More precisely, we let kf k =
S⊆[n] cS , with arithmetic in Z.
This measure is sometimes called the sparsity of f . The algebraic thickness
[Carlet 2002, Carlet 2004] of f , denoted T (f ) is defined as the smallest value
of kf k when some affine bijection has been applied to the inputs of f . More
precisely, letting An denote the set of affine bijective operators on Fn2 , we let
T (f ) = min kf ◦ Ak.
A∈An

(3.5)

Algebraic thickness was introduced and first studied by Carlet in [Carlet 2002,
Carlet 2004, Carlet 2003]. Not surprisingly, a random function has high
√ algebraic
thickness. In [Carlet 2004] it is shown that for every fixed c > ln 2, almost
surely, a random function has algebraic thickness at least
2n−1 − cn2

n−1
2

.
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In Section 3.2.3, we improve slightly on this and show that in fact, almost surely,
a random function has algebraic thickness at least
2n−1 − 2

n−1
2

s

log? (n)
n
ln 2.
1+
n

The proof reveals a similar upper bound. Namely, that almost surely, a random
function has algebraic thickness at most
n−1

2

+2

n−1
2

s
n

log? (n)
1+
n


ln 2.

Carlet has shown that no function has algebraic thickness larger than 32 2n
[Carlet 2002]. It is an open problem whether there exist any function with algebraic thickness more than 2n−1 . In [Boyar et al. 2014] we showed that a random
function has algebraic thickness larger than 2n−1 with probability at most 12 .
Proposition ([Boyar et al. 2014]. Proposition 4.6 on page 79). The set of functions with T (f ) ≤ 2n−1 has measure at least 21 .
Functions with High Algebraic Thickness We are not aware of any explicit
function along with a proof of a strong (e.g. exponential) lower bound on the
algebraic thickness. However, one can use techniques from circuit complexity to
show that the majority function, M AJn has exponential algebraic thickness.
Proposition ([Boyar & Find 2015]. Proposition 7.8 on page 115). T (M AJn ) ≥
1/6
2Ω(n ) .
Relation to Cryptographic Properties Unlike the rest of the measures studied in this dissertation, algebraic thickness is — to the best of our knowledge —
not related to any concrete attacks. However, Carlet observes [Carlet 2004] that
algebraic thickness was also implicitly mentioned in [Menezes et al. 1996, Page
208] and related to the so called “higher order differential attack” due to Knudsen
[Knudsen 1994] and Lai [Lai 1994] in that they are dependent on the degree as
well as the number of terms in the ANF of the function used. As mentioned in
Section 3.3.4 and 3.3.10, low algebraic thickness imply an upper bound on the
nonlinearity and a lower bound on the normality.
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3.1.6

Annihilator Immunity

The annihilator immunity (also known as algebraic immunity2 ) of a function f ,
denoted AI(f ), is the minimum degree of a non-zero function g such that f g = 0
or (f + 1)g = 0. The function g is called an annihilator. It is known that
0 ≤ AI(f ) ≤ n2 for all functions [Courtois & Meier 2003, Dalai et al. 2004].
Annihilator immunity is the measure receiving the least attention in this dissertation, hence this introduction is quite brief.
Functions with High Annihilator Immunity For all n, specific
functions are known which achieve the upper bound [Dalai et al. 2006,
Braeken & Preneel 2005]. One simple example is the majority function M AJn .
On odd n, M AJn is 1 if and only if at least half of the input bits are 1.
Relation to Cryptographic Properties Attacks based on functions having
low annihilator immunity are called algebraic attacks (or annihilator attacks), see
e.g. [Courtois & Meier 2003]. The key observation is that, if f g ≡ 0 the equation
f (x1 , . . . , xn ) = b,
reduces to
0 = b · g(x1 , . . . , xn ),
which is a low degree polynomial equation.

3.2

Nonlinearity Measures of Random Functions

It turns out that a random function, with high probability, has high nonlinearity
with respect to all measures studied in this dissertation. The purpose of this
section is to show that this is true for the measures degree, nonlinearity, algebraic thickness, normality, and multiplicative complexity. Notice that we do not
consider annihilator immunity here. A similar phenomenon is true for annihilator
immunity; a random function has annihilator immunity (1 − o(1)) n2 , with high
probability [Didier 2006].
In most cases we either provide simpler proofs than what is found in the literature, improve on results from the literature, or both. We will use the following
2

We prefer “annihilator immunity” rather than “algebraic immunity”, see the remark in
[Dalai et al. 2006].
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version of the Chernoff bound, see e.g. [Mitzenmacher & Upfal 2005, Corollary
4.9].
Theorem 3.8 (Chernoff). Let m be even and X1 , X2 , . . . , Xm be independent and
identically distributed random variables with Pr[Xi = 1] = Pr[Xi = 0] = 12 . Then
"
Pr

m
X
i=1

#
m
+ a ≤ exp(−2a2 /m),
Xi ≥
2

and
"
Pr

m
X
i=1

3.2.1

#
m
Xi ≤
− a ≤ exp(−2a2 /m).
2

Degree

The simplest result in this sections is that a random function has high degree.
Theorem 3.9. Let f be a random (n, 1)-function. Then almost surely, f has
degree at least n − 1.
Proof. First observe that if f uniformly random, each coefficient in the ANF of
f is 1 with probability 21 , independently
of the other coefficients. In particular

n
the probability that all the n−1 + 1 coefficients of degree at least n − 1 are 0 is
2−(n+1) .
Notice that the theorem cannot be improved. The probability that a random
function has degree n is exactly 21 .

3.2.2

Nonlinearity

√
In [Olejar & Stanek 1998], it was shown that for any c > 2 ln 2, a random
√
function has nonlinearity at least 2n−1 − c n2n/2−1 . Seemingly independent of
this, Carlet showed in [Carlet 2002] that for any fixed α > 12 for large n, a random
Boolean function has nonlinearity at least 2n−1 − nα 2n/2 . The latter proof uses a
direct counting argument combined with a Taylor approximation. This was later
improved by Rodier [Rodier 2006], using techniques from harmonic analysis. This
was again improved in [Litsyn & Shpunt 2008]. Using combinatorial arguments
they proved the following theorem.

52

Chapter 3. Introduction

Theorem 3.10 (Litson and Shpunt [Litsyn & Shpunt 2008]). Let f be a random
(n, 1)-function. Then almost surely,
N L(f ) ≥ 2n−1 − 2n/2−1

p
2(n ln 2 − 0.5 ln ln n + 0.125).

Furthermore, they showed that this is almost tight. In the recent work
[Dib 2014], Dib generalized the result to the case of multiple bits of output,
using techniques similar to those used in [Rodier 2006].
Theorem 3.11 (Dib, [Dib 2014]). Let f be a uniformly random (n, m)-function.
Then almost surely,
2n/2 −

p
p
N L(f )
2(n + m) ln 2(1 + ε) ≤ n/2−1 ≤ 2n/2 − 2(n + m) ln 2(1 − ε).
2

Notice that for m = 1, Dib’s lower bound is slightly weaker than that of
Litson and Shpunt. Below we give a simple lower bound on the nonlinearity of
random (n, m)-functions. The bound is weaker than Theorem 3.10 but stronger
than the lower bound from Theorem 3.11. Moreover, the proof is elementary. In
the following we denote by log? the iterated logarithm function.
Theorem 3.12. Let f be a random (n, m)-function. Then almost surely,
n

N L(f ) ≥ 2n−1 − 2 2 −1

p
2 ((n + m) ln 2 + log? (n + m)).

Proof. First we fix an affine function A and a subset of the outputs S. Then we
estimate the probability of having more than
n

2n−1 + 2 2 −1

p
2 ((n + m) ln 2 + log? (n + m))

points satisfying A(x) = fS (x). We show that this probability is so small that
a union bound over all choices of A, S gives that the probability of such A, S
existing tends to 0.
For a random (n, m)-function, f , we introduce 2n random variables
X1 , X2 , . . . , X2n . We let Xi = 1 if fS = A on the ith input, for some canonical
ordering of the 2n inputs, and 0 otherwise. By f being a random (n, m)-function,
we have that all the Xi ’s are uniformly and independently distributed on F2 , so
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n

by Theorem 3.8 with a = 2 2 −1
Pr

" 2n
X
i=1

n−1

Xi ≥ 2

p
2 ((n + m) ln 2 + log? (n + m)), we get that

+2

n
−1
2

#
p
?
2 ((n + m) ln 2 + log (n + m))



2
 n p
?
−1
n
2
2 ((n + m) ln 2 + log (n + m)) /2
≤ exp −2 · 2


= exp −2 · 2n−2 (2 ((n + m) ln 2 + log? (n + m))) /2n
= exp (−(n + m) ln 2 − 2 log? (n + m))
=2−(n+m)−2 log

?

(n+m)/ ln 2

.

There are less than 2n+m+1 choices of A and S, so by the union bound, the
probability of a random (n, m)-function having nonlinearity smaller than the
desired bound is at most
2n+1+m 2−(n+m)−2 log

?

(n+m)/ ln 2

,

which tends to 0 when n + m goes to infinity.
We remark that there is nothing particular about the function log? . All we
need is that it is monotone and unbounded.

3.2.3

Algebraic Thickness

In [Carlet 2002], it was shown that a random function has algebraic thickness at
least λ2n for every fixed constant λ < 12 . This was then improved in [Carlet 2004],
where Carlet showed, using a counting argument, that almost every function
√ has
n−1
n−1
algebraic thickness at least 2
− cn2 2 for every fixed constant c > ln 2.
Below we give a short proof of a slightly stronger statement along the same lines
as the proof in the previous section.
Theorem 3.13. Let f be a random (n, 1)-function. Then almost surely,
n−1

T (f ) ≥ 2

−2

n−1
2

s
n

log? (n)
1+
n


ln 2.
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Proof. Consider a fixed bijective affine operator on Fn2 , A. Pick some ordering of
the 2n different monomials and define the 2n random variables X1 , . . . , X2n such
that Xi = 1 if and only if the ith monomial is in the ANF of f ◦ A. Since A
is a fixed affine bijective mapping, f ◦ A is a random function, so we satisfy the
conditions for applying Theorem 3.8:
"

n

#
log? (n)
Pr
Xi ≤ 2
− 2 n ln 2 +
n
i=1


!
r
2
?
n−1
log (n)
/2n 
≤ exp −2 · 2 2 n ln 2 +
n




log? (n)
n−1 2
n
= exp −2 · 2 n ln 2 +
/2
n
2
X

n−1

?
2 (1+ log (n) )
n ln 2

=2−n

n−1
2

r

.
2

The number of bijective affine mappings is at most 2n +n so by the union bound,
the probability
of a random function having algebraic thickness larger than 2n−1 −
q
2

n−1
2

n ln 2 +

log? (n)
n

is at most



log? (n)
2
n2 +n −n 1+ n ln 2

2

2

= 2n−n log

?

(n)/ ln 2

.

This tends to 0, concluding the theorem.
An almost identical proof shows a corresponding upper bound for random
function.
Theorem 3.14. Let f be random a random (n, 1)-function. Then almost surely,
s

n−1
log? (n)
n−1
T (f ) ≤ 2
−2 2 n
1+
ln 2.
n

3.2.4

Normality

In [Carlet 2002], Carlet showed that a random function has normality at most
c log n for every c > 1. Below we give a proof of a slightly stronger statement. In
[Cohen & Tal 2014], this is stated as a folklore fact.
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Theorem 3.15. Let f be a random function. Almost surely
N (f ) ≤ log n + log log n.
Proof. Again we use the union bound. Let E be any fixed flat of dimension
k = log n + log log n + 1. The probability of a random function being constant
on E is
log n+log log n+1
2−|E| = 2−2
= 2−2n log n .
The number of choices of E is at most 2n·(k+1) = 2n log n+n log log n+2n . By the union
bound the probability for a random function being constant on some choice of E
is at most
2n log n+n log log n+2n 2−2n log n .
Which tends to 0.
A random degree d polynomial contains each degree d term in the ANF independently with probability 12 . It turns out that a random low degree polynomial
has low normality. For functions of degree 3 this was shown in [Carlet 2002]. For
higher degrees it is stated in [Cohen & Tal 2014].
Theorem 3.16. Let d be an integer, and let f be a random degree d polynomial.
Almost surely,
N (f ) ≤ 2dn1/(d−1) .
Proof. Fix a flat E of dimension k = 2dn1/(d−1) , and
 consider f restricted to E.
k
This is a function on k variables where each of d possible terms are included
with probability 21 , independently of each other. The function is only constant if
none of these terms are included. The probability of this being the case is
−(kd)

2

d

− kd

≤2

d

−

(2dn1/(d−1) )

=2

d

dd

d nd/(d−1)

= 2−2

,

and the number of flats of this dimension is at most
d/(d−1) +n

2kn+n = 22dn

.

So by the union bound, the probability that there exist such a flat is at most
d/(d−1) +n

22dn

d nd/(d−1)

2−2

= 2n

d/(d−1) (2d−2d )+n

.

For d ≥ 3, this tends to 0 when n goes to infinity.
Remark: The factor 2 in the Theorem above could easily be improved.
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Multiplicative Complexity

In [Nechiporuk 1962] and independently [Boyar et al. 2000b], it was shown that
a random function f has c∧ (f ) ≥ (1 − o(1))2n/2 . Both lower bounds are based
on counting arguments. It seems that only little is published on the similar
question for functions with multiple outputs. Below we give a short proof that
the technique from [Boyar et al. 2000b] gives a strong lower bound in the case of
functions with multiple outputs.
Theorem 3.17 (Find. Not previously published.). Let f be a random (n, m)function. Then almost surely
√
c∧ (f ) ≥ m2n − 2n − m.
Proof. Lemma 15 in [Boyar et al. 2000b] states the number circuits with n inputs
and at most k AND gates is at most
2k

2 +2k+2kn+n+1

.

We extend this to the case with multiple outputs by observing that each of the
m outputs is a sum of some of the n inputs, the k AND gates, and the constant
1. The number of different (n, m)-functions computable by an XOR-AND circuit
with k AND gates is therefore at most
2k
When k =

√

2 +2k+2kn+n+1

2mk = 2k

2 +2k+2kn+n+1+mk

.

m2n − 2n − m, this equals
n −2

2m2

√

√
√
m2n n− m2n m+2 m2n −3 n−2 m+1

.

n

There are 2m2 different (n, m)-functions, so the probability√that a random (n, m)function can be computed with at circuit with at most m2n − 2n − m AND
gates is at most
√
√
√
n
n
n
2−2 m2 n− m2 m+2 m2 −3 n−2 m+1 ,
which tends to 0 when (n + m) goes to infinity.

3.3

Relationships Between Nonlinearity Measures

One of the main focuses in this dissertation is on relationships between measures of nonlinearity. Intuitively, since all these measures, in some sense, expresses how “different” a function is from being linear, one could expect a certain correlation between different measures of nonlinearity. In [Boyar et al. 2014,
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Boyar et al. 2013a] we showed that this can be true only to a certain extent.
More precisely, for each pair of nonlinearity measures studied in this dissertation, we show a pair of functions where one function is more linear according
to one measures but less linear according to the other. We conclude that the
measures are incomparable. We refer to Section 4.5 for more details, examples
and proofs. The purpose of this chapter is to summarize known relations. For
each pair of nonlinearity measure, we state some of the known relationships, and
in several cases we provide new relations. If these appear in a published paper
or a manuscript with the present author as a coauthor, the paper is included in
one of the subsequent chapters. In this case the result along with some of its
consequences is stated, and we refer to the relevant chapter for more details and
proof. If the relationship has not appeared already we include the proof in this
chapter.

3.3.1

Nonlinearity and Multiplicative Complexity

In [Boyar et al. 2014, Boyar et al. 2013a], we showed the following.
Corollary ([Boyar et al. 2014, Boyar et al. 2013a]. Corollary 4.5 on page 78). If
an (n, 1)-function f has multiplicative complexity M , it has nonlinearity at most
2n−1 − 2n−M −1 . Furthermore, for M ≤ n2 , there exist a simple function with this
nonlinearity.
Indeed, the tightness of this result follows from Proposition 3.1. This corollary
tells, for every possible desired nonlinearity, what is the necessary and sufficient
number of AND gates to achieve this desired nonlinearity.
This result could actually be derived by combining Proposition 3.23 with
Proposition 3.19.
We also gave a converse, showing that if a function has a certain nonlinearity,
there is a limit to how large a multiplicative complexity it can have.
Theorem ([Boyar et al. 2014, Boyar et al. 2013a]. Theorem 4.3 on page 75). An
(n, 1)-function f with nonlinearity s > 1 has multiplicative complexity at most
sn
min{s(n − 1), (2 + o(1)) log
}.
s
In the case of (n, 1)-functions, many examples of functions with low multiplicative complexity and high nonlinearity are, in fact, quadratic (see Section 3.1.2).
In [Boyar & Find 2014c] (included in Chapter 6) we studied multiplicative complexity of quadratic (n, m)-functions with high nonlinearity, subject to the con-
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straint the circuits computing these functions must also be quadratic3 . We showed
the following.
Theorem ([Boyar & Find 2014c]. Theorem 6.6 on page 103). Let the (n, m)function, f , have N L(f ) ≥ 2n−1 − 2n−M −1 , where M ≤ n2 . Then a quadratic
circuit with s AND gates computing f exhibits an m-dimensional linear code
over Fs2 with distance M .
In the following let L(m, d) be the length of the shortest linear code over F2
with dimension m and distance d. For almost bent (n, n)-functions, we have the
following corollary.
Corollary ([Boyar & Find 2014c]. Corollary 6.7 on page 104). Any quadratic
circuit computing an almost bent (n, n)-function has at least L(n, n−1
) AND gates.
2
)
>
2.32n.
For sufficiently large n, L(n, n−1
2
The corollary above applies to e.g. the almost bent Gold functions defined in
Section 3.1.2. For bent (2n, n)-functions, calculations show:
Corollary ([Boyar & Find 2014c]. Corollary 6.8 on page 105). A quadratic circuit computing any bent (2n, n)-function has at least L(n, n) AND gates. For
sufficiently large n, L(n, n) > 3.52n.
This applies to e.g. the finite field multiplication function as defined in Section 3.1.2. It turns out, perhaps surprisingly, that this is almost tight.
Theorem ([Boyar & Find 2014c]. Theorem 6.10 on page 105). There exist
) and nonlinearity
(n, n)-functions with√multiplicative complexity at most L(n, n−1
2
n
at least 2n−1 − 2 2 +3 n−1 .

3.3.2

Nonlinearity and Degree

By definition, a function of degree 1 has nonlinearity 0. By the example from
Section 3.1.2, there exist functions of degree 2 with optimal nonlinearity. It turns
out, however, that functions with high degree cannot have optimal nonlinearity.
[Rothaus 1976, Carlet 2010a].
3

A circuit is quadratic if all functions computed in the circuit have degree at most 2. It is
an open question whether there exists quadratic (n, m)-functions where the smallest number of
AND gates cannot be achieved with a quadratic circuit.
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Proposition 3.18. For n ≥ 4, let f be a bent (n, 1)-function. Then f has degree
at most n2 .
We remark that this tradeoff is not very robust. Indeed, let f be a bent
(n, 1)-function. Consider the function:
0

f (x) = f (x) +

n
Y

xi .

i=1

This function agrees with f on all points except when x1 = x2 = . . . = xn = 1, so
f 0 has nonlinearity 2n−1 − 2n/2−1 − 1 and degree n. This shows that one can have
maximal degree and still nonlinearity only one worse than that of bent functions.

3.3.3

Nonlinearity and Normality

It has been shown that high nonlinearity requires a certain normality. The following result is due to Zheng, Zhang and Imai, and restated and reproved in
[Carlet 2002]. We quote Carlet.
Proposition 3.19 ([Zheng et al. 1999]). Let f be an (n, 1)-function with
WN (f ) = k. Then
N L(f ) ≤ 2n−1 − 2k−1 .

This implies, for example that bent functions must have WN (f ) ≥
Proposition 3.1 there exist functions achieving this bound with equality.

3.3.4

n
.
2

By

Nonlinearity and Algebraic Thickness

The relation below follows relatively simply from from Proposition 3.19
[Zheng et al. 1999].
Corollary 3.20 ([Zheng et al. 1999]). Let f be an (n, 1)-function with N L(f ) ≥
2n−1 − 2s−1 . Then the ANF f contains at least n − s terms of degree at least 2.
In particular, if f is bent, then it contains at least n2 terms of degree at least 2.
Again, by Proposition 3.1 there exist functions meeting this bound.
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Multiplicative Complexity and Degree

The following relation between degree and multiplicative complexity was shown
by Schnorr [Schnorr 1988].
Theorem 3.21 (Schnorr [Schnorr 1988]). Let f be a (n, 1)-function of degree d.
Then c∧ (f ) ≥ d − 1.
We call this bound the degree bound. In particular this implies that a function
with algebraic degree n has multiplicative complexity at least n−1. As mentioned
in Section 3.1.3, this gives the best known bounds for explicit functions.
On the other hand, functions with a certain degree cannot have too high
multiplicative complexity. By computing all the monomials independently,
a

P
function of degree d can have multiplicative complexity at most di=2 ni . For
quadratic functions, one can say something even stronger. The following theorem
states that any quadratic function is essentially equivalent to the function from
Proposition 3.1, for some value of s. The proof is simple induction on n, see e.g.
[Carlet 2010a, O’Donnell 2014].
Theorem 3.22 (Dickson, [Dickson 1901]). Let f : Fn2 7→ F2 be quadratic. Then
there exist an invertible n × n matrix A, a vector b ∈ Fn2 , t ≤ n2 , and c ∈ F2 such
that for y = Ax + b one of the following two equations holds
f (x) = y1 y2 + y3 y4 + . . . yt−1 yt + c, or f (x) = y1 y2 + y3 y4 + . . . yt−1 yt + yt+1 ,
and A, b and c can be found efficiently.

3.3.6

Multiplicative Complexity and Normality

Normality and multiplicative complexity are tightly related, due to the following
proposition. This was somehow implicit in [Boyar & Peralta 2008], and mentioned explicitly in [Demenkov & Kulikov 2011].
Proposition 3.23. Let f have c∧ (f ) = n − c. Then WN (f ) ≥ c.
We give a short proof showing fact. We do this because in the next result we
use similar ideas to show a slightly stronger relation.
Proof. Consider an XOR-AND circuit containing n − c AND gates. Take some
topologically minimal AND gate, and consider one of its inputs. By choice, this
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is an affine function A. By imposing that A is the constant 04 , one imposes one
affine restriction on the inputs and the multiplicative complexity drops with at
least 1. Continuing like this for n − c steps, there are no AND gates left, so the
function on this c-dimensional flat is affine.
We have improved slightly on this.
Theorem 3.24 (Find. Not previously published.). Let f be an (n, 1)-function


with WN (f ) < c. Then the multiplicative complexity is at least n − c + log nc .
Proof. Consider some XOR-AND circuit for f using the minimal number of AND
gates and let A1 , A2 , . . . , Ak , k ≥ n − c be some topological ordering of the AND
gates.
First we note that all negations (that is, uses of the constant 1) can be pushed
to the very end of the circuit without changing the number of AND gates. Since
f and f +1 has exactly the same weak normality we can assume that the constant
1 is never used in the circuit.
For each Ai , we now associate two vectors li , ri ∈ Fn2 , with the jth coordinate
of li (resp. ri ) is 1 if and only if there is an odd number of directed paths from
xj to the left (resp. right) input of Ai that does not go through an AND gate5 .
Say that the left (resp. right) input of the AND gate Ai computes the function
Ai,1 (resp. Ai,2 ). We have that there exist Si,1 , Si,2 such that
X
Aj (x) + l>
Ai,1 (x) =
i x,
j∈Si,1

and
Ai,2 (x) =

X

Aj (x) + r>
i x,

j∈Si,2

with (Si,1 ∪ Si,2 ) ⊆ [i − 1]. Now let t be the smallest integer such that the vectors
{l1 , . . . , lt , r1 , . . . , rt }
are linearly dependent. Suppose that
X
X
X
rt =
li +
ri +
(ri + li )
i∈L
4

i∈R

i∈B

the choice 0 here is arbitrary.
For topologically minimal AND gates, these vectors are exactly the value vectors, used in
Section 2.1 on page 14
5
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for L, R, and B being disjoint subsets of [t]. Now we can do AND gate elimination
as follows: For each AND gate Aj , if j ∈ L, we perform the affine restriction
>
L>
i x = 0, if j ∈ R we perform the affine restriction Ri x = 0, and if j ∈ B
>
or j 6∈ L ∪ R ∪ B, we perform the affine restriction (R>
i + Li )x = 1. Notice
that after this restriction, Aj computes the constant function 0. And after t − 1
restrictions the AND gate At computes an affine function, since r>
t x is now either
the constant 0 or 1.
We conclude that after t − 1 restrictions we have killed at least t AND gates.
Since all vectors are elements in Fn2 , we have that t ≤ n2 . Hence the first time, we
can kill n2 +1 AND gates with n2 restrictions. The next time, we can kill n4 +1 with
Ps n
n
restrictions,
and
so
on.
After
s
times
we
have
killed
at
least
i=1 2i + s AND
4
Ps n
gates using at most i=1 2i restrictions. By the weak normality of the function
P
we can continue as long as n − si=1 2ni ≥ c, or equivalently s ≤ log nc
We should remark that the improvement over Proposition 3.23 is quite modest
- for functions of linear normality it can provide an extra additive constant, and it
never gives more than an additive extra logarithmic term. It shows that functions
with optimal normality (close to log n) has multiplicative complexity at least
n − Θ(log log n).
In particular we emphasize that it cannot be used to prove lower bounds
on multiplicative complexity better than n − O(log log n), let alone lower bounds
better than n−1. It is tempting to believe that the result can be improved to show
that functions with normality Θ(log n) must have multiplicative complexity at
least n, or maybe even that functions with a normality such as the affine disperser
due to Shaltiel [Shaltiel 2011] must have multiplicative complexity at least n.
As mentioned previously, the currently best construction for a function with
0.9
low normality is nonconstant on any flat of dimension 2log n . This is much
larger than the Θ(log n) we have for random functions. However, probabilistic
constructions give that there exist “simple” circuits computing functions with
almost optimal normality. Using a result of Razborov [Razborov 1988] (see also
[Jukna 2001, 23.5]) the following theorem follows.
Theorem 3.25 (Razborov [Razborov 1988]). There exist r ∈ Θ(n2 log2 n), m ∈
Θ(log n) such that if λijk , λij are uniformly independent on F2 for i ∈ [r], j ∈ [m]
and k ∈ [n], with high probability, the (n, 1)-function
!
r Y
m
n
X
X
F (x) =
λijk xk + λi,j ,
i=1 j=1

k=1
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has N (f ) ≤ log n + log log n + O(1).
This function has multiplicative complexity at most O(n2 log3 n). A proof of
a similar statement was recently given in [Cohen & Tal 2014].

3.3.7

Multiplicative Complexity and Algebraic Thickness

By computing the monomials independently, if a function has algebraic thickness s, it has multiplicative complexity at most (n − 1)s. In [Boyar et al. 2014,
Boyar et al. 2013a], we showed that this can be improved.
Theorem ([Boyar et al. 2014, Boyar et al. 2013a]. Theorem 4.7 on page 80). An
(n, 1)-function f with algebraic thickness s > 1 has multiplicative complexity at
sn
}.
most min{s(n − 1), (1 + o(1)) log
s
On the other hand, Proposition 7.8 in [Boyar & Find 2015], which was also
stated in Section 3.1.5 on page 49 states that the Majority function, which has
multiplicative complexity n + o(n) [Boyar & Peralta 2008], has exponential algebraic thickness, so functions with low multiplicative complexity can have very
high algebraic thickness.

3.3.8

Degree and Algebraic Thickness

The function that is 1 if and only if all its inputs are 1 have algebraic thickness
1 and degree n, so high degree does not imply high algebraic thickness. On the
other hand, functions of degree d can have algebraic thickness at most nd , so low
degree does imply low algebraic thickness. It turns out that there exist functions
with degree d and almost this algebraic thickness.
Proposition 3.26 (Find. Not previously published.). Let d ≥ 3 be constant and
let f be a random function that contains each term of degree d with probability 21 .
d
Then with high probability, T (f ) ≥ 2dd+1n log n .
n
Proof. The number of functions containing only terms of degree d is 2( d ) . Since
degree is invariant under affine bijections, the number of functions with degree
at most d and algebraic thickness at most T is at most

n2

2

 n
d

T

 d T
n2

≤2

n
d!

T!

2 +dT

< 2n

log n

.
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By the union bound we conclude that the probability of having algebraic thickness
at most T is at most
2
d
2n +dT log n
n2 +dT log n− nd
d .
=
2
d
n
2 dd
If T <

nd
,
2dd+1 log n

3.3.9

this tends to 0.

Degree and Normality

By definition, functions of degree 1 (affine functions) have normality at least n−1.
Dickson’s
 n  Theorem (3.22) implies that any quadratic function has normality at
least 2 .
As stated in Theorem 3.16, a random function of constant degree d has normality O(n1/(d−1) ). Perhaps surprisingly, a recent result due to Cohen and Tal
shows that this is essentially tight.
Theorem 3.27 (Cohen and Tal, [Cohen & Tal 2014]). Let f : Fn2 → F2 have
degree d. Then N (f ) ≥ Ω n1/(d−1) .
The proof is elegant, but nonconstructive. That is, it does not give an efficient
algorithm to find a flat of this dimension on which the function is constant,
although they do consider the algorithmic aspect.

3.3.10

Algebraic Thickness and Normality

The relation between degree and normality above implies a relation between
algebraic thickness and normality. Cohen and Tal showed that a sufficiently
sparse polynomial, under a suitable random restriction, with high probability,
reduces to a function of low degree. This implies the following.
Theorem 3.28 (Cohen and Tal, [Cohen & Tal 2014]). Let f : Fn2 → F2 and c be
an integer such that T (f ) ≤ nc . Then N (f ) ≥ Ω(n1/(4c) ).
Again, this result does not immediately imply an efficient way of finding such
a flat on which the function is constant. As mentioned in Section 3.1.4, there exist
a concrete attack based on a function having low normality. Hence a sufficiently
strong constructive relation would suggest that functions with low algebraic thickness might be vulnerable as well. In [Boyar & Find 2015] (included as Chapter 7)
we showed the following relationship between normality and algebraic thickness.
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3−ε
Theorem ([Boyar & Find 2015]. Theorem 7.14
q on page 119). Let T (f ) = n .
2 ε
4
n −3, such that when restricted
Then there exists a flat of dimension at least 15
3
to this flat, f is constant. Furthermore, this flat can be found efficiently.

The theorem works by greedily setting variables to 0 until a quadratic function
is obtained. After that one can appeal to Theorem 3.22 of Dickson. This is an
improvement over Theorem 3.28 for when the algebraic thickness is at most ns
for s < 2.82. Moreover the proof is algorithmic and shows a way of finding this
flat.
√
It turns out that this bound is at most Θ( n) from being tight. By probabilistic methods we showed the following.
Theorem ([Boyar & Find 2015]. Theorem 7.15 on page 119). For any 2 < s ≤ 3,
for sufficiently large n, there exist functions with degree 3 and algebraic thickness
at most ns that, for sufficiently large n, remain nonconstant on all flats of dis
mension 6.12n2− 2 .
The technique used is by first setting variables to 0 greedily until a quadratic
function is obtained. Under this general technique the bound stated is at most
√
Θ( log n) from being tight.
Theorem ([Boyar & Find 2015]. Theorem 7.16 on page 121). For any 2 < s < 3,
there exist functions with degree 3 and algebraic
at most ns that have
√ thickness
3−s
degree 3 on any 0-restriction of dimension 3 ln nn 2 .

Chapter 4

On Various Nonlinearity Measures
for Boolean Functions

This chapter contains a paper currently in submission for the journal Cryptography and Communication (Springer), [Boyar et al. 2014]. It is a journal version
of the results obtained in [Boyar et al. 2013a], and contains all results from the
conference version and more.

On Various Nonlinearity Measures for Boolean Functions
Joan Boyar1 , Magnus Gausdal Find2 , Rene Peralta3

Abstract Cryptographic applications, such as hashing, block ciphers and
stream ciphers, make use of functions which are simple by some criteria (such
as circuit implementations), yet hard to invert almost everywhere. A necessary condition for the latter property is to be “sufficiently distant” from linear,
and cryptographers have proposed several measures for this distance. In this
paper, we show that six common measures, nonlinearity, algebraic degree, annihilator immunity, algebraic thickness, normality, and multiplicative complexity,
are incomparable in the sense that for each pair of measures, µ1 , µ2 , there exist
functions f1 , f2 with f1 being more nonlinear than f2 according to µ1 , but less
nonlinear according to µ2 . We also present new connections between two of these
measures. Additionally, we give a lower bound on the multiplicative complexity
of collision-free functions.
1

University of Southern Denmark. Partially supported by the Danish Council for Independent Research, Natural Sciences. Part of this work was done while visiting the University of
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2
University of Southern Denmark. Part of this work was done while visiting the University
of Toronto.
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Preliminaries

For a vector x ∈ F2 its Hamming weight is the number of nonzero entries in x.
For n ∈ N its Hamming weight, H N (n) is defined as the Hamming weight of the
binary representation of n. We let Bn = {f : Fn2 → F2 } be the set of Boolean
functions on n variables.
A Boolean function f : Fn2 → F2 can be uniquely represented by its algebraic
normal form, also known as its Zhegalkin polynomial:
M
Y
f (x1 , . . . , xn ) =
αS
xi
S⊆{1,2,...,n}

i∈S

Q
where αs ∈ {0, 1} for all S and we define i∈∅ xi to be 1. If αS = 0 for |S| > 1, f
is affine. An affine function f is linear if α∅ = 0 or equivalently if f (0) = 0. The
function f is symmetric if αS = αS 0 whenever |S| = |S 0 |. A function is symmetric
if and only if it only depends on the Hamming weight of the input. The kth
elementary symmetric Boolean function, denoted Σnk , is defined as the sum of all
terms where |S| = k.
For two functions f, g ∈ Bn the distance d between f and g is defined as the
number of inputs where the functions differ, that is
d(f, g) = |{x ∈ Fn2 |f (x) 6= g(x)}| .
For the rest of this paper, unless otherwise stated, n denotes the number
of input variables. We let log denote the logarithm base 2 and ln the natural
logarithm.

4.2

Introduction

Cryptographic applications, such as hashing, block ciphers and stream ciphers,
make use of functions which are simple by some criteria (such as circuit implementations) yet hard to invert almost everywhere. A necessary condition for the
latter to hold is that the tools of algebra – and in particular linear algebra –
be somehow not applicable to the problem of saying something about x given
f (x). Towards this goal, cryptographers have proposed several measures for the
distance to linearity for Boolean functions. In this paper we consider six such
measures. We compare and contrast them, both in general and in relation to specific Boolean functions. Additionally, we propose a procedure to find collisions
when the multiplicative complexity is low.
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The nonlinearity of a function is the Hamming distance to the closest affine
function. The nonlinearity of a function on n bits is between 0 and 2n−1 −d2n/2−1 e
[Rothaus 1976, Carlet 2010a]. Affine functions have nonlinearity 0. Unfortunately, this introduces an overloading of the word “nonlinearity” since it also
refers to the more general concept of distance to linear. The meaning will be
clear from context.
Functions with nonlinearity 2n−1 − 2n/2−1 exist if and only if n is even.
These functions are called bent, and several constructions for bent functions exist
(see [Rothaus 1976, McFarland 1990, Dobbertin 1994] or the survey by Carlet
[Carlet 2010a]). For odd n, the situation is a bit more complicated; for any
bent function f on n − 1 variables, the function g(x1 , . . . , xn ) = f (x1 , . . . , xn−1 )
will have nonlinearity 2n−1 − 2(n−1)/2 . It is known that for odd n ≥ 9, this is
suboptimal [Kavut et al. 2006].
For a Boolean function f , there is a tight connection between the nonlinearity
of f and its Fourier coefficients. More precisely the nonlinearity is determined by
the largest Fourier coefficient, and for bent functions all the Fourier coefficients
have the same magnitude. A general treatment on Fourier analysis can be found
in [O’Donnell 2014].
The algebraic degree (which we from now on will refer to as just the degree)
of a function is the degree of its Zhegalkin polynomial, that is the largest |S|
such that αS = 1. Algebraic degree is also sometimes called “algebraic nonlinearity” [O’Connor & Klapper 1994], “nonlinear order” [Knudsen 1994], or “nonlinear
degree” [Lai 1994].
The annihilator immunity (also known as algebraic immunity4 ) of a function
f is the minimum degree of a non-zero function g such that f g = 0 or (f +1)g = 0.
We denote this measure by AI(f). The function g is called an annihilator.
It is known that 0 ≤ AI(f ) ≤ n2 for all functions [Courtois & Meier 2003,
Dalai et al. 2004]. For all n, specific symmetric functions are known which
achieve the upper bound [Dalai et al. 2006, Braeken & Preneel 2005].
The multiplicative complexity of a function f , denoted c∧ (f ), is the smallest
number of AND gates necessary and sufficient to compute the function using a circuit over the basis (XOR,AND,1) (i.e. using arithmetic over GF (2)). Clearly, the
multiplicative complexity of f is at least 0, with equality holding if and only if f
n
is affine. The multiplicative complexity is at most (1 + o(1))2 2 [Nechiporuk 1962]
(see also [Jukna 2012]). No specific function has been proven to have multiplica4

In this paper we use the term “annihilator immunity” rather than “algebraic immunity”, see
the remark in [Dalai et al. 2006].
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tive complexity larger than n − 1.5
The algebraic thickness, denoted T (f ), is defined as the smallest number of
terms in the Zhegalkin polynomial of f ◦ A where A : Fn2 → Fn2 is a bijective affine
mapping. Algebraic thickness was first introduced by Carlet in [Carlet 2004].
Contrary to the previous measures, we do not know of any attacks on functions
that rely on the assumption of low algebraic thickness. However, the issue is
implicitly addressed in [Meier & Staffelbach 1989, Knudsen 1994, Lai 1994] and
in [Menezes et al. 1996, p. 208]. If f is affine, or the product of affine functions,
T (f ) = 1. On the other hand, every function has algebraic thickness at most
2 n
2 .
3
As defined by Carlet in [Carlet 2002], generalizing the definition of Dobbertin
in [Dobbertin 1994], we say that a function f is weakly k-normal if there exists a
k-dimensional affine subspace on which f is affine. If there exists a k-dimensional
affine subspace on which f is constant, then f is said to be k-normal. To align
the terminology with the rest of the measures in this paper, we will say that the
normality of a function f is the largest k such that f is k-normal. Thus, unlike
the other measures in this paper, we generally seek functions with low normality.
Affine functions have normality at least n − 1. Explicit functions are known
with normality no(1) [Shaltiel 2011]. k-normal functions are also known as affine
dispersers of dimension k.
Nonlinearity, degree, and multiplicative complexity all capture an intuitive
notion of the degree of “nonlinearity” of Boolean functions. Annihilator immunity, normality and algebraic thickness are also related to nonlinearity, albeit less
obviously.
The six measures are affine invariants, that is, if L : {0, 1}n → {0, 1}n is an
invertible affine mapping, applying L to the input variables first does not change
the value of any of these measures. For multiplicative complexity, it is easy to
see that the affine mapping L can be implemented without any AND gates. For
the other measures, see [Carlet 2010a, Carlet 2004].
There is a substantial body of knowledge that relates nonlinearity, annihilator
immunity, and algebraic degree to cryptographic properties. However, the analogous question with respect to multiplicative complexity remains little studied.
5

We have experimentally verified that all functions on four bits have multiplicative complexity at most three. This is somewhat surprising, as circuit realization of random functions
(e.g. x1 x2 x3 x4 + x1 x2 x3 + x2 x3 x4 + x1 x3 x4 + x1 x3 + x2 x4 + x1 x4 ) would appear to need more
than three AND gates. In [Boyar et al. 2013a] we conjectured that some function on five bits
should have multiplicative complexity five. It turns out this is false ([Turan & Peralta 2014]).
We expect that some function on six bits will have multiplicative complexity six.

4.3. Nonlinearity of random functions
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Among the few published results is [Courtois et al. 2011b], in which Courtois et
al. show (heuristically) that functions with low multiplicative complexity are less
resistant against algebraic attacks. Here we present evidence that low multiplicative complexity in hash functions can make them prone to second preimage or
collision attacks.
Multiplicative complexity also turns out to be important in cryptographic
protocols. Several techniques for secure multi-party computation yield protocols with communication complexity proportional to the multiplicative complexity of the function being evaluated (see, for example, [Goldreich et al. 1987,
Kolesnikov & Schneider 2008, Nielsen et al. 2012]). Several flavors of one-prover
non-interactive cryptographically secure proofs (of knowledge of x given f (x))
have length proportional to the multiplicative complexity of the underlying function f (see, for example, [Boyar et al. 2000a]). Low multiplicative complexity
also plays a role in the efficiency of fully homomorphic encryption and related
cryptographic tools.
In this paper we show that very low nonlinearity implies low multiplicative
complexity and vice-versa.
For nonlinearity, annihilator immunity, and algebraic degree, there exist
symmetric Boolean functions achieving the maximal value among all Boolean
functions. However, the only symmetric functions which achieve maximum
nonlinearity are the quadratic functions, which have low algebraic degree. In
[Canteaut & Videau 2005] Canteaut and Videau have characterized the symmetric functions with almost optimal nonlinearity. In this paper we analyze the
multiplicative complexity and annihilator immunity of these functions.

4.3

Nonlinearity of random functions

Random Boolean functions are, with probability 1 − o(1), highly nonlinear with
respect to each of these measures:
• In [Didier 2006], Didier shows that the annihilator immunity of almost every
Boolean function is (1 − o(1))n/2;
• In [Rodier 2006], Rodier shows that
√ the nonlinearity of almost every funcn−1
n/2−1
tion is very close to 2
−2
2n ln 2, which is close to maximum;
• A random function can be picked by flipping a coin for each of the coefficients of a Zhegalkin polynomial. Thus, the fraction of functions with
degree at least n − 1 is 1 − 2−(n+1) ;
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• In [Nechiporuk 1962], Nechiporuk shows that almost every Boolean function
has multiplicative complexity at least (1 − o(1))2n/2 , and at most (1 +
o(1))2n/2 (see also [Jukna 2012]). A more recent (and independent) proof
that in fact, almost every Boolean function has multiplicative complexity
at least 2n/2 − O(n) is given in [Boyar et al. 2000b];
• In [Carlet 2004], Carlet shows that almost every function has algebraic
n−1
thickness at least 2n−1 − cn2 2 for some constant c, that for every n ≥ 3,
n−1
there exists a function f with T (f ) ≥ 2n−1 − n2 2 , and that almost every
function has normality at most 1.01 log n.

We conclude that almost every function is highly nonlinear according to all
six measures considered in this paper.

4.4

Some known relations between nonlinearity
measures

If a function f has algebraic degree d, the multiplicative complexity is at least
d − 1 [Schnorr 1988]. This is a very weak bound for most functions. However this
technique easily yields lower bounds of n − 1 for many functions on n variables,
and no larger lower bound is known for any specific function.
Additionally, it has been shown that low nonlinearity implies low annihilator
immunity [Dalai et al. 2004]. However, there are functions optimal with respect
to annihilator immunity that have nonlinearity much worse than that of bent
functions. An example of this is the majority function, see [Dalai et al. 2006].
Bent functions have degree at most n2 ([Rothaus 1976, Carlet 2010a]).
Since f ⊕ 1 is an annihilator for f , the annihilator immunity of a function is
at most its degree.
Recently it was shown that any function of degree d has normality at least
Ω(n1/(d−1) ) [Cohen & Tal 2014].
It is not hard to show that if a function has multiplicative complexity at
most k, then it is weakly c-normal for some c ≥ n − k. This is implicit in
[Boyar & Peralta 2008], and mentioned explicitly in [Demenkov & Kulikov 2011].
The following relation was showed by Carlet.
Proposition 4.1 (Carlet [Carlet 2004]). If f ∈ Bn is weakly-k-normal, then the
nonlinearity of f is at most 2n−1 − 2k−1 .

4.5. Incomparability
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Incomparability

In this section we show that the six measures are incomparable in the sense that,
for each pair of measures µ1 , µ2 , there exist functions f1 , f2 with f1 being more
nonlinear according to µ1 but f2 being more nonlinear according to µ2 . To show
this we look at specific functions as well as functions chosen at random from a
(large) subspace of all Boolean functions on n-bits. The specific functions are the
following:
• Σn2 : For even n, the function Σn2 is bent [Rothaus 1976]. For odd n it has
nonlinearity 2n−1 − 2(n−1)/2 , which is maximum among the symmetric functions on an odd number of variables [Maitra & Sarkar 2002]. But being a
quadratic function, both the algebraic degree and the annihilator immunity
are 2 which is almost as bad as for linear functions. The multiplicative complexity is bn/2c, which is the smallest possible multiplicative complexity for
nonlinear symmetric functions [Boyar et al. 2000b].
• M AJn , which is 1 if and only if at least n/2 of the n inputs are 1: In
[Boyar & Peralta 2008] it is shown that when n is a power of 2, the degree
is n and that the multiplicative complexity is exactly complexity is at least
n−1.
AJn has annihilator
immunity
 n  In [Dalai et al. 2006] it is shown that Mn−1
n−1 
; they also show that it has nonlinearity 2 − b n c , which by Stirling’s
2
2
q
2√
2n−1
n−1
approximation is 2
− (1 + o(1)) π n−1 .
• F M AJn (x1 , . . . , xn ) = M AJdlog ne (x1 , . . . , xdlog ne ) ⊕ xdlog ne+1 ⊕ . . . ⊕ xn :
The degree of F M AJn is equal to the degree of M AJdlog ne which is at
least dlog2 ne , so the multiplicative complexity is at least dlog2 ne − 1. Also its
multiplicative complexity is equal to that of M AJdlog ne , which is at most
dlog(n)e − H N (dlog ne) + dlog(dlog ne + 1)e [Boyar

 & Peralta 2008]. The
annihilator immunity of F M AJn is at least log2 n − 1, since M AJdlog ne
has annihilator immunity log2 n , and F M AJn is just M AJdlog ne plus a
linear function. This can change the annihilator immunity by at most 1
[Carlet et al. 2006].
• Σnn : The nonlinearity of Σnn is 1 because it has Hamming distance 1 to the
zero function. It has annihilator immunity 1 (x1 ⊕ 1 is an annihilator), its
algebraic degree is n, and its multiplicative complexity is n − 1.
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We now use probabilistic arguments to show additional separations. We let
R be a random function on n bits. For each of our measures µ, most of the
probability mass for the value of µ(R) is concentrated in a fairly small interval.
We construct the following functions:
• R: Almost
every function has nonlinearity very close to 2n−1 −
√
2n/2−1 2n ln 2 [Rodier 2006] and normality is at most 1.01 log n
[Carlet 2002].
• R · xn : Almost every such function has multiplicative complexity at least
n−1
(1 − o(1))2 2 and algebraic thickness at least 13 2n−1 [Carlet 2004].
• R(3) : a function chosen uniformly among all functions with algebraic degree 3: With high probability, such a function has normality at n0.51
[Carlet 2002].
• RLW : a random function chosen uniformly among all functions with truth
1 n
2 : Clearly such a function has nonlinearity
table having weight at most 10
1 n
at most 10 2 , and a counting argument shows that the algebraic thickness
1 n
is at least 11
2 .
Incomparability examples: In Table 4.1 we exhibit incomparability examples. That is, for each pair of measures, we show two functions where one function
scores better according to one measure and one function scores better according
to the other measure. See Table 4.2 for lower/upper bounds on nonlinearity
measures for these different functions.

Remark: Most of these separation examples are constructive in the sense that
they provide actual pairs of separating functions rather than just showing their
existence.
Among the constructive examples, most are fairly extreme except with respect
to multiplicative complexity and algebraic thickness, where the values are small
compared to those for random functions. This is because no specific function has
yet been proven to have high multiplicative complexity or algebraic thickness. If
larger bounds were proven, one could have more extreme separations: Suppose
f : {0, 1}n−1 → {0, 1} has large algebraic thickness, multiplicative complexity,
degree, and annihilator immunity. Let g(x1 , . . . , xn ) = f (x1 , . . . , xn−1 ) · xn . Then
clearly g has high degree and high multiplicative complexity. However, g has
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Table 4.1: Incomparability examples. For every pair (f1 , f2 ) f1 scores better in
the measure for the row and f2 scores better in the measure for the column. The
pairs marked with (C) were suggested by Carlet in [Carlet 2004, Carlet 2002]
MC
deg
AI
AT
Norm
n
n
n
n
NL Σ2 , M AJn Σ2 , M AJn Σ2 , M AJn Σ2 , RLW
Σn2 , R
(C)
n
n
MC Σ2 , F M AJn Σ2 , F M AJn Σn2 , Σnn
F M AJn , Σnn
deg Σnn , F M AJn Σn2 , Σnn
R(3) , Σnn
AI R
· R(3) , Σnn
xn , F M AJn
AT R · xn , R(3)
(C)
annihilator immunity 1 and normality n − 1. This is an example where both
annihilator immunity and normality fail to capture the intuitive notion of nonlinearity.

4.6

Relationship between nonlinearity and multiplicative complexity

In this section we will show that, despite being incomparable measures, multiplicative complexity and nonlinearity are somehow related.
We will use the following theorem due to Lupanov [Lupanov 1956] (see Lemma
1.2 in [Jukna 2012]). Given a Boolean matrix A, a decomposition is a set of
Boolean matrices B1 , . . . , Bk each having rank 1, satisfying A = B1 +B2 +. . .+Bk
where addition is over the reals. For each Bi its weight is defined as the number of
nonzero rows plus the number of nonzero columns. The weight of a decomposition
is the sum of the weights of the Bi ’s.
Theorem 4.2 (Lupanov). Every Boolean p × q matrix admits a decomposition
of weight
pq
(1 + o(1))
.
log p
Theorem 4.3. A function f ∈ Bn with nonlinearity s > 1 has multiplicative
sn
complexity at most min{s(n − 1), (2 + o(1)) log
}.
s
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Table 4.2: Functions used for incomparability examples with lower and upper
bounds for some of the relevant measures. N/A indicates that the value is not
used to show incomparability. Values for multiplicative complexity of M AJn are
only precise when n is a perfect power of 2.
NL
MC
deg
AI
AT
Norm
n
n
n
n
n−1
n/2−1
Σ2
2
−2
2
2 
2
2
2
n
M AJn 2n−1 q
− (1 + n − 1
n
N/A
N/A
2
o(1))

F M AJn

Σnn
R
R(3)
R · xn
RLW

2n−1
2√
π n−1

≤dlog ne+

√
3 log n

N/A

1
<
2√n−1 −
n/2−1
2n ln 2
2
N/A
N/A
<

1 n
2
10

≥
blog nc−
3
n
≥ n−1

n−1
(1
±
o(1))2n/2
O(n3 )
3
≥
(1 − N/A
o(1))2(n−1)/2
N/A
N/A

≥
l

blog nc
2

m ≤ 2+

N/A

2n
3

1
≥ (1 −
o(1)) n2
≤3
1

1
≥ 13 2n

N/A

≥

N/A
1 n−1
2
3

n−1
≤
1.01 log n
≤ n0.51
n−1
N/A

1 n
2
11

Proof. Let L be an affine function with minimum distance to f . Let
ε(x) = f (x) ⊕ L(x).
Note that ε takes the value 1 s times. Let ε−1 (1) be the preimage of 1
under ε. Suppose ε−1 (1) = {z (1) , . . . , z (s) } where each z (i) is an n-bit vector.
Q
(i)
Let Mi (x) = nj=1 (xj ⊕ zj ⊕ 1) be the minterm associated to z (i) , that is the
polynomial that is 1 only on z (i) . By definition
ε(x) =

s
M
i=1

s Y
n
M
(i)
Mi (x) =
(xj ⊕ zj ⊕ 1)
i=1 j=1

Adding the minterms together can be done using only XOR gates and gives
exactly the function ε. We will give two constructions for the minterms. Using
the one with fewest AND gates proves the result.
The first construction simply computes each of the s minterms directly using
n−1 AND gates for each. For the second construction, define the s×2n matrix A
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where columns 1, 2, . . . , n correspond to x1 , x2 , . . . , xn and columns n + 1, . . . , 2n
correspond to (1 ⊕ x1 ), . . . , (1 ⊕ xn ), and row i corresponds to minterm Mi . Let
Aij = 1 if and only if the literal corresponding to column j is a factor in the
minterm Mi . Now consider the rectangular decomposition guaranteed to exist
by Theorem 4.2. For each Bi , all non-zero columns are equal. AND together
the literals corresponding to these variables. Call the result Qi . Now each row
can be seen as a logical AND of Qi ’s. AND these together for every row to
obtain the s results. The number of AND gates used is at most the weight of the
2sn
AND gates.
decomposition, that is at most (1 + o(1)) log
s
So functions with low nonlinearity cannot have too large multiplicative complexity. Now we show that conversely, if the multiplicative complexity is low, this
gives a bound on the nonlinearity. This gives a somehow simpler (Fourier-free)
proof of Proposition 4.1 for functions with low multiplicative complexity. Also,
there is a more algorithmic flavor to our proof that might have independent interest. The idea of the proof has subsequently been extended to the case with
more than one bit of output [Boyar & Find 2014c].
Lemma 4.4. Suppose f has multiplicative complexity M ≤ n2 . Then there exists
an invertible linear mapping L : {0, 1}n → {0, 1}n , a Boolean function g ∈ BD for
D ≤ 2M , and a set T ⊆ {1, 2, . . . , n} such that for t = L(x), f can be written as
M
f (x1 , . . . , xn ) = g(t1 , . . . , tD ) ⊕
tj
j∈T

Proof. Let M = c∧ (f ) and consider an XOR-AND circuit C with M AND gates
computing f , and let A1 , . . . , AM be a topological ordering of the AND gates.
Let the inputs to A1 be I1 , I2 and inputs to A2 be I3 , I4 , etc. so AM has inputs
I2M −1 , I2M . Now the value of f , the output of C, can be written as a sum of some
of the AND gate outputs and some of the inputs to the circuit:
M
M
f=
Ai ⊕
xi ,
i∈Zout

i∈Xout

for appropriate choices of Zout and Xout . Similarly for Ij :
M
M
Ij =
Ai ⊕
xi .
i∈Zj

i∈Xj

Define g as g = i∈Zout Ai . Since Xj is a subset of {0, 1}n , it can be thought of
as a vector yj in the vector space {0, 1}n where the ith coordinate is 1 if and only
if i ∈ Xj .
L
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Clearly the dimension D of Y = span(y1 , . . . y2M ) is at most 2M . Let
{yj1 , . . . yjD } be a basis of Y . There exists some invertible linear mapping
L : {0, 1}n → {0, 1}n with L(x1 , . . . , xn ) = (t1 , . . . , tn ) having tj = yij for
1 ≤ j ≤ D. That is, g depends on just t1 , . . . tD , and each xj is a sum of
tl ’s, hence f can be written as a function of t1 , . . . , tn as
M
f = g(t1 , . . . , tD ) ⊕
tj
j∈T

Corollary 4.5. If a function f ∈ Bn has multiplicative complexity M , it has
nonlinearity at most 2n−1 − 2n−M −1 . Furthermore for M ≤ n2 , there exist a
simple function with this nonlinearity.
Proof. Since nonlinearity is an affine invariant, we can use Lemma 4.4 and look
at the nonlinearity of
M
f = g(t1 , . . . , t2M ) ⊕
tj
j∈Tout

Now the best affine approximation of g agrees on at least 22M −1 + 2M −1 inputs.
Replacing g with its best affine approximation, we obtain a function that agrees
with f on at least 2n−2M (22M −1 + 2M −1 ) = 2n−2M 22M −1 + 2n−2M 2M −1 = 2n−1 +
2n−M −1 proving the upper bound on the nonlinearity. For the furthermore part,
notice that the nonlinearity of the function
f (x1 , . . . , xn ) =

M
X

x2i−1 x2i

i=1

meets the bound.
Remark: This shows that Σn2 is optimal with respect to nonlinearity among
functions having multiplicative complexity bn/2c.

4.7

A few new results on algebraic thickness

A counting argument in [Carlet 2004] shows that almost every function has algen−1
braic thickness at least 2n−1 − cn2 2 for some constant c > 0. The proposition
below states that this is not too far from being tight.
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Proposition 4.6. The set of functions with T (f ) ≤ 2n−1 has measure at least 21 .
Proof. Recall that for every function f ∈ Bn there exists a unique degree n − 1
function f 0 ∈ Bn and b ∈ F2 such that
f (x1 , . . . , xn ) = f 0 (x1 , . . . , xn ) + bΣnn
We will for every function f 0 of degree at most n−1 argue that if f 0 has T > 2n−1
n
then T (f 0 +Σnn ) < 2n−1 . Since there are 22 −1 functions with degree at most n−1,
this will prove the theorem. Let f 0 be a function with degree at most n − 1 with
T (f 0 ) > 2n−1 . By the definition of algebraic thickness, we have that the algebraic
normal form of f˜0 (x1 , . . . , xn ) := f 0 (1 + x1 , . . . , 1 + xn ) has at least 2n−1 + 1 terms.
Now consider the algebraic normal form of f = f 0 + Σnn under the simple
translation xi → 1 + xi
f (1 + x1 , . . . , 1 + xn )
=f 0 (1 + x1 , . . . , 1 + xn ) + Σnn (1 + x1 , . . . , 1 + xn )
n
M
0
˜
=f (x1 , . . . , xn ) +
Σni (x1 , . . . , xn )
i=0

By assumption this has at most 2n − (2n−1 + 1) = 2n−1 − 1 terms in its Zhegalkin
polynomial.
Also it should be mentioned that for some applications, one can rule out the
possibility of certain inputs. A simple example of this is when a function is used
as a filter function for a linear feedback shift register. In such a case the input to
the function should never be 0.
That is, if a function f is to be used for a linear feedback shift register,
we might as well use the function f 0 such that f 0 (x) = f (x) except when x =
0. This function modification is sometimes called the “algebraic complement”
[Zhang et al. 2006]. Expressed in terms of the Zhegalkin polynomial
f 0 (x) = f (x) ⊕ (x1 + 1) · . . . · (xn + 1)
Notice that if the number of terms in the Zhegalkin polynomial of f is larger
than 2n−1 , the algebraic thickness of f 0 is at most 2n−1 − 1. That is, if we only
care about the values of a function f on non-zero inputs, there is an equivalent
function f 0 with T (f 0 ) ≤ 2n−1 .
Using essentially the same construction as in the proof of Theorem 4.3, one
can obtain a relation between multiplicative complexity and algebraic thickness.
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Theorem 4.7. A function f ∈ Bn with algebraic thickness s > 1 has multiplicasn
tive complexity at most min{s(n − 1), (1 + o(1)) log
}.
s

4.8

Low multiplicative
wayness

complexity

and

one-

If a function f has multiplicative complexity µ, then it can be inverted (i.e. a
preimage can be found) in at most 2µ evaluations of f . To do this, consider a
circuit C for f with µ AND gates. Suppose y has a non-empty preimage under
f . Guessing the Boolean value of one input for each AND gate results in a linear
system of equations, L. Solve L to obtain a candidate input x and test whether
f (x) = y. This finds a preimage of y after at most 2µ iterations. Thus, one-way
functions, if they exist, have superlogarithmic multiplicative complexity.
The one-wayness requirements of hash functions include the much stronger
requirement of collision resistance: it must be infeasible to find two inputs that
map to the same output. We next observe that collision resistance of a function
f with n inputs and m < n outputs requires f to have multiplicative complexity
at least n − m.
a

X

b
a

e

⊕
P ⊕

c

∧

e

⊕

d
Q ⊕

c
P ⊕

d
Q ⊕

Figure 4.1: The circuit to the right is the circuit obtained when X in the left
circuits is restricted to the value 0. Notice that only the gates P, Q remain
nonredundant.
Let C be a circuit for f that has µ AND gates. Negations can be “pushed” to
the outputs of the circuit without changing the number of AND gates. Once at
the outputs, for purposes of finding a collision, negations can be simply removed.
Thus, without loss of generality, we can assume the circuit contains no negations
and that we seek two distinct inputs which map to 0. Since there are no negations
in the circuit, one such input is 0. We next show how to obtain a second preimage
of 0.
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Pick a topologically minimal AND gate and set one of its inputs to 0. This
generates one homogeneous linear equation on the inputs to f and allows us to
remove the AND gate from the circuit (see Figure 4.1). Repeating this until no
AND gates are left yields a homogeneous system S with at most µ equations,
plus a circuit C 0 which computes a homogeneous linear system with m equations.
Since the n inputs correspond to n variables, the system of equations has 2n−m−µ
distinct solutions. Thus, if m + µ < n, then standard linear algebra yields nonzero solutions. These are second preimages of 0.
We re-state this as a theorem below. The idea of using hyperplane restrictions
to eliminate AND gates has been used before, however with different purposes,
see e.g. [Boyar & Peralta 2008, Demenkov & Kulikov 2011].
Theorem 4.8. Collision resistance of a function f from n to m bits requires that
f has multiplicative complexity at least n − m.
It is worth noting that the bound from Theorem 4.8 does not take into account
the positions of the AND gates in the circuit. It is possible that fewer linear
equations can be used to remove all AND gates. We have tried this on the
reduced-round challenges issued by the Keccak designers (Keccak is the winner
of the SHA-3 competition, see http://keccak.noekeon.org/crunchy_contest.
html). These challenges are described in the notation Keccak[r, c, nr] where r is
the rate, c the capacity, and nr the number of rounds. For the collision challenges,
the number of outputs is set to 160. Each round of Keccak uses r + c AND gates.
However, in the last round of Keccak the number of AND gates that affect the
output bits is equal to the number of outputs.
We consider circuits for Keccak with only one block (r bits) of input. The
circuit for Keccak[r=1440, c=160, nr=1] contains 160 AND gates, yet 96 linear
equations will remove them all. Keccak[r=1440, c=160, nr=2] contains 1760 AND
gates, yet 1056 linear equations removes them all. Thus, finding collisions is
easy, because 1440 is greater than 160 + 1056 (in the one-round case, because
1440 > 160 + 96). These two collision challenges were first solved by Morawiecki (using SAT solvers, see http://keccak.noekeon.org/crunchy_mails/
coll-r2-w1600-20110729.txt) and, more recently, by Duc et al. (see http://
keccak.noekeon.org/crunchy_mails/coll-r1r2-w1600-20110802.txt). Our
reduction technique easily solves both of these challenges, and yields a large number of multicollisions.
Dinur et al. are able to obtain collisions for Keccak[r=1440, c=160, nr=4] i.e.
for four rounds of Keccak (see http://keccak.noekeon.org/crunchy_mails/
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coll-r3r4-w1600-20111124.txt). The technique of Theorem 4.8 cannot linearize the Keccak circuit for more than two rounds. How to leverage our methods
to solve three or more rounds is work in progress.

4.9

Some symmetric Boolean functions with high
nonlinearity

When designing Boolean functions for cryptographic applications, we seek functions with high nonlinearity, simple structure, high annihilator immunity, and
high algebraic degree. Bent functions have high nonlinearity. Symmetric functions have simple structure. However, the multiplicative complexity of a sym√
metric function on n variables is never larger than n + 3 n [Boyar et al. 2000b].
The symmetric functions with highest nonlinearity are quadratic ([Savický 1994]
and [Maitra & Sarkar 2002]). But these functions have low algebraic
degree, low

annihilator immunity, and multiplicative complexity only n2 .
L
For n ≥ 3, let Fn = nk=3 Σnk and Gn = Σn2 ⊕ Σnn . It is known that there are
exactly 8 symmetric functions with nonlinearity exactly 1 less than the largest
achievable value. These are Fn ⊕ λ and Gn ⊕ λ, where λ ∈ {0, 1, Σn1 , Σn1 + 1}
[Canteaut & Videau 2005]. These functions have many of the criteria sought
after for cryptographic functions: they are symmetric, have optimal degree, and
almost optimal nonlinearity. We have exactly calculated or tightly bound the
multiplicative complexity of these functions. Precise values are important for
applications in secure multiparty computations.
Since the λ can always be computed and added using only XOR operations,
we only consider Fn and Gn . In [Boyar & Peralta 2008] it is shown that the
Hamming weight of n bits x1 , . . . , xn can be computed using an XOR-AND circuit
having n − H N (n) AND gates, where H N (n) is the Hamming weight of the binary
representation of n. Furthermore, it is noted that the value of the ith least
significant bit in the Hamming weight is equal to the function Σn2i (x1 , . . . , xn )
and that for an integer k represented as a sum of distinct powers of 2, if k =
2i0 + 2i1 + . . . + 2ij , then Σnk = Σn2i0 · . . . · Σn2ij .
Lemma 4.9. The multiplicative complexity of Gn is n − 1.
Proof. Let n = uk , uk−1 , ..., u1 , u0 be the binary representation of n. To compute
Gn (x), one first computes the Hamming weight of x, giving {Σn2k (x) | 0 ≤ k ≤
dlog2 (n + 1)e − 1}.
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This uses n − H N (n) AND gates, and gives us Σn2 directly. Σnn is the product
of {Σn2i | ui = 1}, which requires exactly H N (n) − 1 AND gates to compute.
Thus, exactly n − 1 AND gates are used. The value of Gn is computed with
one additional XOR to add Σn2 and Σnn . The multiplicative complexity cannot be
lower than this since the degree of Gn is n.
Proposition 4.10. The multiplicative complexity of Fn is at least n − 1, since
the degree is n.
Lemma 4.11. The multiplicative complexity of Fn is n − 1 for 3 ≤ n ≤ 6.
Proof. For n = 3, Fn = E33 , which has multiplicative complexity 2. For n = 4,
Fn = T34 , which has multiplicative complexity 3. Proofs of the multiplicative
complexities of these functions are in [Boyar & Peralta 2008].
For n = 5, compute the Hamming weight of x, giving
{Σ51 (x), Σ52 (x), Σ54 (x)}.
This uses 5 − 2 = 3 AND gates.
F5 = Σ53 ⊕ Σ54 ⊕ Σ55

= (Σ54 ⊕ Σ52 ) ∧ (Σ54 ⊕ Σ51 )

This can be computed using only one additional AND gate.
For n = 6, compute the Hamming weight of x, giving
{Σ61 (x), Σ62 (x), Σ64 (x)}.
This uses 6 − 2 = 4 AND gates.
F6 = Σ63 ⊕ Σ64 ⊕ Σ65 ⊕ Σ66

= (Σ64 ⊕ Σ62 ) ∧ (Σ64 ⊕ Σ61 )

This can be computed using only one additional AND gate.
Lemma 4.12. The multiplicative complexity of Fn is at most n − H N (n) + k − 1,
for k = dlog(n + 1)e.
Proof. First compute the Hamming weight of the input, that is the functions Σn2i
for i = 0, 1, . . . , k − 1. The function
(1 ⊕ Σn1 ) · (1 ⊕ Σn2 ) · (1 ⊕ Σn4 ) · . . . · (1 ⊕ Σn2k−1 )
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can be computed with k − 1 additional AND gates. This function is equal to
1⊕

n
M
i=1

Σni = (1 ⊕ x1 )(1 ⊕ x2 ) · . . . · (1 ⊕ xn ),

since they are both 1 if and only if all input bits are 0. That is Fn can now be
obtained without further multiplications since
(1 ⊕ Σn1 ) · (1 ⊕ Σn2 ) . . . (1 ⊕ Σn2k−1 ) ⊕ 1 ⊕ Σn1 ⊕ Σn2 = Fn

Corollary 4.13. The multiplicative complexity of Fn is n − 1 for n ≥ 7 of the
form 2k − 1.
Proof. This follows immediately from the previous lemma, since H N (2k − 1) =
k
n−1
Proposition 4.14. Fn (x) = xn ∧ (Σn−1
⊕ Σn−1
⊕ ... ⊕ Σn−1
) ⊕ (Σn−1
⊕ Σn−1
⊕ ... ⊕
2
3
3
4
n−1
n−1
0
0
0
0
Σn−1 ) = xn ∧ (Fn−1 (x ) ⊕ Σ2 (x )) ⊕ Fn−1 (x ), where x denotes (x1 , . . . , xn−1 ).

Corollary 4.15. The multiplicative complexity of Fn is n − 1 for n ≥ 8 of the
form 2k .
Proof. We use Proposition 4.14. The previous corollary says that Fn−1 (x0 ) can
be computed using only n − 2 AND gates, and the proof of Lemma 4.12 shows
that Σn−1
is computed as a by-product of this.
2
Corollary 4.16. The multiplicative complexity of Fn is at least n−1 and at most
n + dlog2 ne − 3.
Proof. By Lemma 4.12, the multiplicative complexity of Fn is at most n−H N (n)+
dlog2 (n + 1)e − 1. By the previous corollary, we know that we can ignore the case
where n is a power of 2, so H N (n) ≥ 2 and dlog2 (n + 1)e = dlog2 ne.
It turns out that these eight functions have very low annihilator immunity.
We consider the variants of Fn first and then the variants of Gn .
Lemma 4.17. The function f = a ⊕ bΣn1 ⊕
at most 2.

Ln

i=3

Σni has annihilator immunity
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Proof. Let f˜ = bΣn1 ⊕ ni=3 Σni , and let h = 1 ⊕ (1 ⊕ b)Σn1 ⊕ Σn2 be the algebraic
complement of f˜, [Zhang et al. 2006]. Notice that
f˜ ⊕ h =

n
M
i=1

Σni ⊕ 1 = (1 ⊕ x1 )(1 ⊕ x2 ) . . . (1 ⊕ xn )

which is 1 if and only if x = 0. That is for x 6= 0, f˜ = h, so 1 ⊕ h clearly
annihilates f˜ on all non-zero inputs. Since f˜(0) = 0, h is an annihilator of f˜ with
degree 2. Since f˜ is equal to either f or f + 1, h is also an annihilator of f .
Lemma 4.18. The function f = a ⊕ bΣn1 ⊕ Σn2 ⊕ Σnn has annihilator immunity
at most 2.
Proof. Let 1 denote the all 1 input vector. For any fixed choice of a, and b, either
(a ⊕ bΣn1 ⊕ Σn2 )(1) = 1 or (a ⊕ bΣn1 ⊕ Σn2 )(1) = 0. In the first case, the function
h = 1 ⊕ a ⊕ bΣn1 ⊕ Σn2 is an annihilator of f , and otherwise h = a ⊕ bΣn1 ⊕ Σn2 is
an annihilator of f ⊕ 1.

4.10

Conclusion

In this paper, we show that six measures of nonlinearity, nonlinearity, algebraic degree, annihilator immunity, algebraic thickness, normality, and multiplicative complexity, are incomparable in the sense that for each pair of measures, µ1 , µ2 , there exist functions f1 , f2 with f1 being more nonlinear than f2
according to µ1 , but less nonlinear according to µ2 . We also present new connections between multiplicative complexity and both nonlinearity and algebraic
thickness. Further work on connections, such as the recent work of Cohen and
Tal [Cohen & Tal 2014] and our own work [Boyar & Find 2014b], showing that
functions with a certain algebraic thickness have a certain normality, as well as
the work of Lobanov [Lobanov 2009], would be interesting, because they imply
that weakness according to one measure can leave a cryptographic system open
to an attack defined by a weakness according to another measure.
Additionally, we presented a first lower bound on the multiplicative complexity
of functions which are collision-free. Low multiplicative complexity may give rise
to other attacks on various cryptographic functions, as could weakness according
to the other measures, which like multiplicative complexity, have received less
attention.
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Finally, we studied some symmetric functions known to have high nonlinearity
and considered their multiplicative complexity and annihilator immunity, both
of which were found to be relatively low.

Chapter 5

Paper: On the Complexity of
Computing Two Nonlinearity
Measures

This paper contains a published paper of the same name. It appeared in the
proceedings of CSR 2014 [Find 2014a].

On the Complexity of Computing Two Nonlinearity Measures
Magnus Gausdal Find1

Abstract We study the computational complexity of two Boolean nonlinearity measures: the nonlinearity and the multiplicative complexity. We show that if
one-way functions exist, no algorithm can compute the multiplicative complexity
in time 2O(n) given the truth table of length 2n , in fact under the same assumption
it is impossible to approximate the multiplicative complexity within a factor of
(2 − ε)n/2 . When given a circuit, the problem of determining the multiplicative
complexity is in the second level of the polynomial hierarchy. For nonlinearity,
we show that it is #P hard to compute given a function represented by a circuit.

5.1

Introduction

In many cryptographical settings, such as stream ciphers, block ciphers and hashing, functions being used must be deterministic but should somehow “look” random. Since these two desires are contradictory in nature, one might settle with
1
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functions satisfying certain properties that random Boolean functions possess
with high probability. One property is to be somehow different from linear functions. This can be quantitatively delineated using so called “nonlinearity measures”. Two examples of nonlinearity measures are the nonlinearity, i.e. the
Hamming distance to the closest affine function, and the multiplicative complexity, i.e. the smallest number of AND gates in a circuit over the basis (∧, ⊕, 1)
computing the function. For results relating these measures to each other and
cryptographic properties we refer to [Carlet 2010a, Boyar et al. 2013a], and the
references therein. The important point for this paper is that there is a fair
number of results on the form “if f has low value according to measure µ, f is
vulnerable to the following attack ...”. Because of this, it was a design criteria in the Advanced Encryption Standard to have parts with high nonlinearity
[Daemen & Rijmen 1999]. In a concrete situation, f is an explicit, finite function,
so it is natural to ask how hard it is to compute µ given (some representation
of) f . In this paper, the measure µ will be either multiplicative complexity or
nonlinearity. We consider the two cases where f is being represented by its truth
table, or by a circuit computing f .
We should emphasize that multiplicative complexity is an interesting measure
for other reasons than alone being a measure of nonlinearity: In many applications it is harder, in some sense, to handle AND gates than XOR gates, so
one is interested in a circuit over (∧, ⊕, 1) with a small number of AND gates,
rather than a circuit with the smallest number of gates. Examples of this include protocols for secure multiparty computation (see e.g. [Chaum et al. 1988],
[Kolesnikov & Schneider 2008]), non-interactive secure proofs of knowledge (see
e.g. [Boyar et al. 2000a]), and fully homomorphic encryption (see e.g. the survey
[Vaikuntanathan 2011]).
It is a main topic in several papers (see e.g. the papers [Boyar et al. 2013c],
[Cenk & Özbudak 2010], [Courtois et al. 2011a]2 ) to find circuits with few AND
gates for specific functions using either exact or heuristic techniques. Despite
this and the applications mentioned above, it appears that the computational
hardness has not been studied before.
The two measures have very different complexities, depending on the representation of f .

2

Here we mean concrete finite functions, as opposed to giving good (asymptotic) upper
bounds for an infinite family of functions
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Organization of the Paper and Results In the following section, we introduce the problems and necessary definitions. All our hardness results will
be based on assumptions stronger than P 6= NP, more precisely the existence
of pseudorandom function families and the “Strong Exponential Time Hypothesis”. In Section 5.3 we show that if pseudorandom function families exist, the
multiplicative complexity of a function represented by its truth table cannot be
computed (or even approximated with a factor (2 − ε)n/2 ) in polynomial time.
This should be contrasted to the well known fact that nonlinearity can be computed in almost linear time using the Fast Walsh Transformation. In Section 5.4,
we consider the problems when the function is represented by a circuit. We show
that in terms of time complexity, under our assumptions, the situations differ
very little from the case where the function is represented by a truth table. However, in terms of complexity classes, the picture looks quite different: Computing
the nonlinearity is #P hard, and multiplicative complexity is in the second level
of the polynomial hierarchy.

5.2

Preliminaries

In the following, we let F2 be the finite field of size 2 and Fn2 the n-dimensional
vector space over F2 . We denote by Bn the set of Boolean functions, mapping
from Fn2 into F2 . We say that f ∈ Bn is affine if there exist a ∈ Fn2 , c ∈ F2 such
that f (x) = a · x + c, where a · x = a1 x1 + . . . + an xn (with arithmetic in F2 ). A
function f is linear if f is affine with f (0) = 0. This gives the symbol “+” an
overloaded meaning, since we also use it for addition over the reals. It should be
clear from the context, what is meant.
In the following an XOR-AND circuit is a circuit with fanin 2 over the basis (∧, ⊕, 1) (arithmetic over GF (2)). All circuits from now on are assumed to
be XOR-AND circuits. We adopt standard terminology for circuits (see e.g.
[Wegener 1987]). If nothing else is specified, for a circuit C we let n be the number of inputs and m be the number of gates, which we refer to as the size of C,
denoted |C|. For a circuit C we let fC denote the function computed by C, and
c∧ (C) denote the number of AND gates in C.
For a function f ∈ Bn , the multiplicative complexity of f , denoted c∧ (f ), is the
smallest number of AND gates necessary and sufficient in an XOR-AND circuit
computing f . The nonlinearity of a function f , denoted N L(f ) is the Hamming
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distance to its closest affine function, more precisely
N L(f ) = 2n −

max |{x ∈ Fn2 |f (x) = a · x + c}|.

a∈Fn
2 ,c∈F2

We consider four decision problems in this paper: N LC , N LT T , M CC and
M CT T . For N LC (resp M CC ) the input is a circuit and a target s ∈ N and the
goal is to determine whether the nonlinearity (resp. multiplicative complexity)
of fC is at most s. For N LT T (resp. M CT T ) the input is a truth table of length
2n of a function f ∈ Bn and a target s ∈ N, with the goal to determine whether
the nonlinearity (resp. multiplicative complexity) of f is at most s.
We let a ∈R D denote that a is distributed uniformly at random from D. We
will need the following definition:
Definition 5.1. A family of Boolean functions f = {fn }n∈N , fn : {0, 1}n ×
{0, 1}n → {0, 1}, is a pseudorandom function family if f can be computed in
polynomial time and for every probabilistic polynomial time oracle Turing machine A,
|

Pr

k∈R {0,1}n

[Afn (k,·) (1n ) = 1] − Pr [Ag(·) (1n ) = 1]| ≤ n−ω(1) .
g∈R Bn

Here AH denotes that the algorithm A has oracle access to a function H,
that might be fn (k, ·) for some k ∈ Fn2 or a random g ∈ Bn , for more details
see [Arora & Barak 2009]. Some of our hardness results will be based on the
following assumption.
Assumption 1. There exist pseudorandom function families.
It is known that pseudorandom function families exist if one-way functions
exist [Goldreich et al. 1986, Håstad et al. 1999, Arora & Barak 2009], so we consider Assumption 1 to be very plausible. We will also use the following assumptions on the exponential complexity of SAT , due to Impagliazzo and Paturi.

Assumption 2 (Strong Exponential Time Hypothesis
[Impagliazzo & Paturi 2001]). For
any fixed c < 1, no algorithm runs in time 2cn and computes SAT correctly.
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Truth Table as Input

It is a well known result that given a function f ∈ Bn represented by a truth
table of length 2n , the nonlinearity can be computed using O(n2n ) basic arithmetic operations. This is done using the “Fast Walsh Transformation” (See
[F.J & Sloane 1977] or chapter 1 in [O’Donnell 2014]).
In this section we show that the situation is different for multiplicative complexity: Under Assumption 1, M CT T cannot be computed in polynomial time.
In [Kabanets & yi Cai 2000], Kabanets and Cai showed that if subexponentially strong pseudorandom function families exist, the Minimum Circuit Size
Problem (MCSP) (the problem of determining the size of a smallest circuit of a
function given its truth table) cannot be solved in polynomial time. The proof
goes by showing that if MCSP could be solved in polynomial time this would induce a natural combinatorial property (as defined in [Razborov & Rudich 1997])
useful against circuits of polynomial size. By the celebrated result on natural
proofs due to Razborov and Rudich [Razborov & Rudich 1997], this implies the
nonexistence of subexponential pseudorandom function families.
Our proof below is similar in that we use results from [Boyar et al. 2000b]
in a way similar to what is done in [Kabanets & yi Cai 2000] by appealing to
the results in [Razborov & Rudich 1997] (see also the excellent exposition in
[Arora & Barak 2009]). However instead of showing the existence of a natural
and useful combinatorial property and appealing to limitations of natural proofs,
we give an explicit polynomial time algorithm for breaking any pseudorandom
function family, contradicting Assumption 1.
Theorem 5.2. Under Assumption 1, on input a truth table of length 2n , M CT T
cannot be computed in time 2O(n) .
Proof. Let {fn }n∈N be a pseudorandom function family. Since f is computable in
polynomial time it has circuits of polynomial size (see e.g. [Arora & Barak 2009]),
so we can choose c ≥ 2 such that c∧ (fn ) ≤ nc for all n ≥ 2. Suppose for
the sake of contradiction that some algorithm computes M CT T in time 2O(n) .
We now describe an algorithm that breaks the pseudorandom function family.
The algorithm has access to an oracle H ∈ Bn , along with the promise either
H(x) = fn (k, x) for k ∈R Fn2 or H(x) = g(x) for g ∈R Bn . The goal of the
algorithm is to distinguish between the two cases. Specifically our algorithm will
return 0 if H(x) = f (k, x) for some k ∈ Fn2 , and if H(x) = g(x) it will return 1
with high probability, where the probability is only taken over the choice of g.
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Let s = 10c log n and define h ∈ Bs as h(x) = H(x0n−s ). Obtain the complete
truth table of h by querying H on all the 2s = 210c log n = n10c points. Now
compute c∧ (h). By assumption this can be done in time poly(n10c ). If c∧ (h) > nc ,
output 1, otherwise output 0. We now want to argue that this algorithm correctly
distinguishes between the two cases. Suppose first that H(x) = fn (k, ·) for some
k ∈ Fn2 . One can think of h as H where some of the input bits are fixed. But in
this case, H can also be thought of as fn with n of the input bits fixed. Now take
the circuit for fn with the minimal number of AND gates. Fixing the value of
some of the input bits clearly cannot increase the number of AND gates, hence
c∧ (h) ≤ c∧ (fn ) ≤ nc .
Now it remains to argue that if H is a random function, we output 1 with
high probability. We do this by using the following lemma.
Lemma 5.3 (Boyar, Peralta, Pochuev). For all s ≥ 0, the number of functions
in Bs that can be computed with an XOR-AND circuit using at most k AND gates
2
is at most 2k +2k+2ks+s+1 .
If g is random on Bn , then h is random on B10c log n , so the probability that
c∧ (h) ≤ nc is at most:
c )2 +2(nc )+2(nc )(10c log n)+10c log n+1

2(n

2210c log n

.

This tends to 0, so if H is a random function the algorithm returns 0 with
probability o(1). In total we have
|

Pr

k∈R {0,1}n

[Afn (k,·) (1n ) = 1] − Pr [Ag(·) (1n ) = 1]| = |0 − (1 − o(1))|,
g∈R Bn

concluding that if the polynomial time algoritm for deciding M CT T exists, f is
not a pseudorandom function family.
A common question to ask about a computationally intractable problem is
how well it can be approximated by a polynomial time algorithm. An algorithm
approximates c∧ (f ) with approximation factor ρ(n) if it always outputs some
value in the interval [c∧ (f ), ρ(n)c∧ (f )]. By refining the proof above, we see that
it is hard to compute c∧ (f ) within even a modest factor.
Theorem 5.4. For every constant ε > 0, under Assumption 1, no algorithm takes
the 2n bit truth table of a function f and approximates c∧ (f ) with ρ(n) ≤ (2−ε)n/2
in time 2O(n) .
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Proof. Assume for the sake of contradiction that the algorithm A violates the
theorem. The algorithm breaking any pseudorandom function family works as
the one in the previous proof, but instead we return 1 if the value returned by A
is at least T = (nc + 1) · (2 − ε)n/2 . Now arguments similar to those in the proof
above show that if A returns a value larger than T , H must be random, and if
H is random, h has multiplicative complexity at most (nc + 1) · (2 − ε)n/2 with
probability at most
c
(10c log n)/2
)
2((n +1)·(2−ε)

2

+2(nc +1)·(2−ε)10c log n/2 10c log n+10c log n+1

2210c log n
This tends to zero, implying that under the assumption on A, there is no pseudorandom function family.

5.4

Circuit as Input

From a practical point of view, the theorems 5.2 and 5.4 might seem unrealistic.
We are allowing the algorithm to be polynomial in the length of the truth table,
which is exponential in the number of variables. However most functions used for
practical purposes admit small circuits. To look at the entire truth table might
(and in some cases should) be infeasible. When working with computational
problems on circuits, it is somewhat common to consider the running time in two
parameters; the number of inputs to the circuit, denoted by n, and the size of
the circuit, denoted by m. In the following we assume that m is polynomial in
n. In this section we show that even determining whether a circuit computes an
affine function is coNP-complete. In addition N LC can be computed in time
poly(m)2n , and is #P-hard. Under Assumption 1, M CC cannot be computed
in time poly(m)2O(n) , and is contained in the second level of the polynomial
hierarchy. In the following, we denote by AF F IN E the set of circuits computing
affine functions.
Theorem 5.5. AF F IN E is coNP complete.
Proof. First we show that it actually is in coNP. Suppose C 6∈ AF F IN E. Then
if fC (0) = 0, there exist x, y ∈ Fn2 such that fC (x + y) 6= fC (x) + fC (y) and if
C(0) = 1, there exists x, y such that C(x + y) + 1 6= C(x) + C(y). Given C, x
and y this can clearly be computed in polynomial time. To show hardness, we
reduce from T AU T OLOGY , which is coNP-complete.
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Let F be a formula on n variables, x1 , . . . , xn . Consider the following reduction: First compute c = F (0n ), then for every e(i) (the vector with all coordinates 0 except the ith) compute F (e(i) ). If any of these or c are 0, clearly
F 6∈ T AU T OLOGY , so we reduce to a circuit trivially not in AF F IN E. We
claim that F computes an affine function if and only if F ∈ T AU T OLOGY .
Suppose F computes an affine function, then F (x) = a · x + c for some a ∈ Fn2 .
Then for every e(i) , we have
F (e(i) ) = ai + 1 = 1 = F (0),
so we must have that a = 0, and F is constant. Conversely if it is not affine, it
is certainly not constant. In particular it is not a tautology.
So even determining whether the multiplicative complexity or nonlinearity
is 0 is coNP complete. In the light of the above reduction, any algorithm for
AF F IN E induces an algorithm for SAT with essentially the same running time,
so under Assumption 2, AFFINE needs time essentially 2n . This should be
contrasted with the fact that the seemingly harder problem of computing N LC
can be done in time poly(m)2n by first computing the entire truth table and then
using the Fast Walsh Transformation. Despite the fact that N LC does not seem
to require much more time to compute than AF F IN E, it is hard for a much
larger complexity class.
Theorem 5.6. N LC is #P-hard.
Proof. We reduce from #SAT . Let the circuit C on n variables be an instance
of #SAT . Consider the circuit C 0 on n + 10 variables, defined by
C 0 (x1 , . . . , xn+10 ) = C(x1 , . . . , xn ) ∧ xn+1 ∧ xn+2 ∧ . . . ∧ xn+10 .
First we claim that independently of C, the best affine approximation of fC 0 is
always 0. Notice that 0 agrees with fC 0 whenever at least one of xn+1 , . . . , xn+10
is 0, and when they are all 1 it agrees on |{x ∈ Fn2 |fC 0 (x) = 0}| many points. In
total 0 and fC 0 agree on
(210 − 1)2n + |{x ∈ Fn2 |fC (x) = 0}|
inputs. To see that any other affine function approximates fC 0 worse than 0,
notice that any nonconstant affine function is balanced and thus has to disagree
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with fC 0 very often. The nonlinearity of fC 0 is therefore
N L(fC 0 ) = 2n+10 −

max

,c∈F2
a∈Fn+10
2

|{x ∈ Fn+10
|fC 0 (x) = a · x + c}|
2

= 2n+10 − |{x ∈ Fn+10
|fC 0 (x) = 0}|
2


= 2n+10 − (210 − 1)2n + |{x ∈ Fn2 |fC (x) = 0}|

= 2n − |{x ∈ Fn2 |fC (x) = 0}|

= |{x ∈ Fn2 |fC (x) = 1}|

So the nonlinearity of fC 0 equals the number satisfying assignments for C.
So letting the nonlinearity, s, be a part of the input for N LC changes the
problem from being in level 1 of the polynomial hierarchy to be #P hard, but
does not seem to change the time complexity much. The situation for M CC is
essentially the opposite, under Assumption 1, the time M CC needs is strictly
more time than AF F IN E, but is contained in Σp2 . By appealing to Theorem 5.2
and 5.4, the following theorem follows.
Theorem 5.7. Under Assumption 1, no polynomial time algorithm computes
M CC . Furthermore no algorithm with running time poly(m)2O(n) approximates
c∧ (f ) with a factor of (2 − ε)n/2 for any constant ε > 0.
We conclude by showing that although M CC under Assumption 1 requires
more time, it is nevertheless contained in the second level of the polynomial
hierarchy.
Theorem 5.8. M CC ∈ Σp2 .
Proof. First observe that M CC written as a language has the right form:
M CC = {(C, s)|∃C 0 ∀x ∈ Fn2 (C(x) = C 0 (x) and c∧ (C 0 ) ≤ s)}.
Now it only remains to show that one can choose the size of C 0 is polynomial in
n+|C|. Specifically, for any f ∈ Bn , if C 0 is the circuit with the smallest number of
AND gates computing f , for n ≥ 3, we can assume that |C 0 | ≤ 2(c∧ (f ) + n)2 + c∧ .
For notational convenience let c∧ (f ) = M . C 0 consists of XOR and AND gates
and each of the M AND gates has exactly two inputs and one output. Consider
some topological ordering of the AND gates, and call the output of the ith AND
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gate oi . Each of the inputs to an AND gate is a sum (in F2 ) of xi s, oi s and
possibly the constant 1. Thus the 2M inputs to the AND gates and the output,
can be thought of as 2M + 1 sums over F2 over n + M + 1 variables (we can think
of the constant 1 as a variable with a hard-wired value). This can be computed
with at most
(2M + 1)(n + M + 1) ≤ 2(M + n)2
XOR gates, where the inequality holds for n ≥ 3. Adding c∧ (f ) for the AND
gates, we get the claim. The theorem now follows, since c∧ (f ) ≤ |C|.
The relation between circuit size and multiplicative complexity given in the
proof above is not tight, and we do not need it to be. See [Sergeev 2013] for a
tight relationship.
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The Relationship Between Multiplicative Complexity and
Nonlinearity
Joan Boyar1 , Magnus Gausdal Find2

Abstract We consider the relationship between nonlinearity and multiplicative complexity for Boolean functions with multiple outputs, studying how large
a multiplicative complexity is necessary and sufficient to provide a desired nonlinearity. For quadratic circuits, we show that there is a tight connection between
error correcting codes and circuits computing functions with high nonlinearity.
Using known coding theory results, the lower bound proven here, for quadratic
circuits for functions with n inputs and n outputs and high nonlinearity, shows
that at least 2.32n AND gates are necessary. We further show that one cannot
prove stronger lower bounds by only appealing to the nonlinearity of a function;
we show a bilinear circuit computing a function with almost optimal nonlinearity
with the number of AND gates being exactly the length of such a shortest code.
For general circuits, we exhibit a concrete function with multiplicative complexity
at least 2n − 3.
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Definitions and Preliminaries

Let F2 be the finite field of order 2 and Fn2 the n-dimensional vector space over
F2 . We denote by [n] the set {1, . . . , n}. An (n, m)-function is a mapping from
Fn2 to Fm
2 and we refer to these as the Boolean functions.
It is well known that every (n, 1)-function f can be written uniquely as a
multilinear polynomial over F2
X
Y
f (x1 , . . . , xn ) =
αX
xi .
X⊆[n]

i∈X

This polynomial is called the Zhegalkin polynomial or the algebraic normal form
of f . For the rest of this paper most, but not all, arithmetic will be in F2 . We
trust that the reader will find it clear whether arithmetic is in F2 , F2n , or R when
not explicitly stated, and will not address it further.
The degree of f is the largest |X| such that αX = 1. For an (n, m)-function
f , we let fi be the (n, 1)-function defined by the ith output bit of f , and say that
the degree of f is the largest degree of fi for i ∈ [m]. A function is affine if it has
degree 1, and quadratic if it has degree 2. For T ⊆ [m] we let
X
fi ,
fT =
i∈T

and for v ∈ Fn2 we let |v| denote the Hamming weight of v, that is, the number
of nonzero entries in v, and let |u + v| be the Hamming distance between the
two vectors u and v.
We will use several facts on the nonlinearity of Boolean functions. We refer to
the two chapters [Carlet 2010a, Carlet 2010b] by Carlet for proofs and references.
The nonlinearity of an (n, 1)-function f is the Hamming distance to the closest
affine function, more precisely
N L(f ) = 2n −
where ha, xi =
as

Pn

i=1

max |{x ∈ Fn2 | ha, xi + b = f (x)}|,

a∈Fn
2 ,b∈F2

ai xi . For an (n, m)-function f , the nonlinearity is defined
N L(f ) =

min

{N L(fT )}.

T ⊆[m],T 6=∅

n

The nonlinearity of an (n, m)-function is always between 0 and 2n−1 − 2 2 −1 .
The (n, m)-functions meeting this bound are called bent functions. Bent (n, 1)
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functions exist if and only if n is even. A standard example of a bent (n, 1)function is the inner product, on n = 2k variables, defined as:
IP2k (x1 , . . . , xk , y1 , . . . , yk ) = hx, yi .
This function is clearly quadratic. If we identify Fn2 with F2n , a standard example
of a bent (2n, n)-function is the finite field multiplication function:
f (x, y) = x · y

(6.1)

where multiplication is in F2n .
n−1
If n = m, N L(f ) is between 0 and 2n−1 − 2 2 [Carlet 2010b], and functions
meeting this bound are called almost bent. These exist only for odd n. As
remarked by Carlet, this name is a bit misleading since the name indicates that
they are suboptimal, which they are not. Again, if we identify Fn2 and F2n , for
1 ≤ i ≤ n−1
and gcd(i, n) = 1, the so called Gold functions defined as
2
 i
2i +1
G(x) = x
= x · x2
(6.2)
are almost bent. This function is quadratic since the mapping x 7→ x2 is affine
in Fn2 , and each output bit of finite field multiplication is quadratic in the inputs,
see also [Carlet 2010b].
An XOR-AND circuit is a Boolean circuit where each of the gates is either ⊕
(XOR, addition in F2 ), ∧ (AND, multiplication in F2 ) or the constant 1. In this
paper we are mainly concerned with the number of ∧ gates, so we allow ⊕-gates
to have unbounded fan-in while ∧-gates have fan-in 2. A circuit is quadratic if
every AND gate computes a quadratic function. A quadratic circuit is bilinear if
the input is partitioned into two sets, and each input to an AND gate is a linear
combination of variables from one of these two sets, with the other input using
the opposite set of the partition.
The multiplicative complexity of an (n, m)-function, f , is the smallest number
of AND gates in any XOR-AND circuit computing f . Some relations between
nonlinearity and multiplicative complexity are known. In particular, if an (n, 1)function is to have a certain nonlinearity, it is known exactly how many AND
gates are necessary and sufficient.
Corollary 6.1 ([Boyar et al. 2013a]). If the (n, 1)-function, f , has multiplicative
complexity M , it has nonlinearity at most 2n−1 − 2n−M −1 . Furthermore this is
tight: for M ≤ n2 , there exists a simple quadratic function with this nonlinearity.
The upper bound holds for all M , but gives something nontrivial only when
M < n2 .
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Linear Codes
Most bounds in this paper will come from coding theory. In this subsection,
we briefly review the necessary facts. For more information, see chapter 17 in
[Jukna 2001] or the older but comprehensive [F.J & Sloane 1977].
A linear (error correcting) code of length s is a linear subspace, C of Fs2 . The
dimension of a code is the dimension of the subspace, C, and the elements of C
are called codewords. The (minimum) distance d of C is defined as
d = min |x + y|.
x6=y∈C,

The following fact is well known
Proposition 6.2. For every linear code, C, the distance is exactly the minimum
weight among non-zero codewords.
Let L(m, d) be the length of the shortest linear m-dimensional code over F2
with distance d. We will use lower and upper bounds on L(m, d). One lower
bound is the following [McEliece et al. 1977], or [F.J & Sloane 1977], page 563.
Theorem 6.3 (McEliece, Rodemich, Rumsey, Welch). For 0 < δ < 1/2, let
C ⊆ {0, 1}s be a linear code with dimension m and distance δs. Then the rate
R = ms of the code satisfies R ≤ min0≤u≤1−2δ
B(u, δ), where B(u, δ) = 1 + h(u2 ) −


h(u2 + 2δu + 2δ), h(x) = H2

√
1− 1−x
2

, and H2 (x) = −x log x − (1 − x) log(1 − x).

An upper bound is the following, see [Jukna 2001].
Theorem 6.4 (Gilbert-Varshamov). A linear
code C ⊆ {0, 1}s of dimension m
Pd−2 s−1
and distance d exists provided that i=0 i < 2s−m .

6.2

Introduction

In several practical settings, such as protocols for homomorphic encryption (see
e.g the survey [Vaikuntanathan 2011]) and for secure multiparty computation (see
e.g. [Kolesnikov & Schneider 2008]), the number of AND gates is significantly
more important than the number of XOR gates, hence one is interested in (n, m)functions with as few AND gates as possible.
Encryption functions should have high nonlinearity to be resistant against linear and differential attacks (see again [Carlet 2010b] and the references therein).
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This is an explicit design criteria for modern cryptographic systems, such as
AES, [Daemen & Rijmen 2002], which has been used has a benchmark for several implementations of homomorphic encryption. A natural question to ask is
how these nonlinearity and multiplicative complexity are related to each other:
how large does one measure need to be in order for the other to have at least a
certain value? As stated in Section 6.1, for every desired nonlinearity, it is known
exactly how many AND gates are necessary and sufficient for an (n, 1)-function
to achieve this. We study this same question for functions with multiple bits of
output.
Our Contributions Let f be an (n, m)-function with nonlinearity 2n−1 −
2n−M −1 . We show that any quadratic circuit with s AND gates computing f
defines an m-dimensional linear code Fs2 with distance M , so lower bounds on
the size of such codes show lower bounds on the number of AND gates in such
a circuit. In particular this implies that any quadratic circuit computing an
) AND gates, and that any
almost bent function must have at least L(n, n−1
2
quadratic function from 2n bits to n bits with optimal nonlinearity requires
quadratic circuits with L(n, n) AND gates. Since the finite field multiplication function is bent, the L(n, n) lower bound applies, so the well known result in [Brown & Dobkin 1980, Lempel et al. 1983], described in the section 6.2,
follows immediately as a corollary.
On the other hand, we show that appealing only to the nonlinearity of a function cannot lead to much stronger lower bounds on the multiplicative complexity,
by showing the existence of quadratic (in fact, bilinear ) circuits with L n, n2
AND gates computing
a function from n bits to n bits with nonlinearity at least
√
n
+3
n
n−1
2
− 22
which is close to the optimum.
Although almost all Boolean functions with n inputs and one output have multiplicative complexity at least 2n/2 − O(n) [Boyar et al. 2000b, Nechiporuk 1962],
no concrete function of this type has been shown to have multiplicative complexity more than n − 1. We give a concrete function with n inputs and n outputs
with multiplicative complexity at least 2n − 3.
Using known coding theory bounds, the lower bound proven here, for quadratic
circuits for functions with n inputs and n outputs and high nonlinearity, shows
that at least
 2.32n AND gates are necessary. Using a known upper bound
n
on L n, 2 √gives that circuits for (n, n)-functions with nonlinearity at least
n
2n−1 − 2 2 +3 n can be designed using at most 2.95n AND gates. This is a factor less than 6 times larger than the multiplicative complexity of (n, 1)-functions
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with similar nonlinearity.

Related Results
To the best of our knowledge, our lower bound of 2.32n AND gates is the largest
lower bound on the number of AND gates for quadratic circuits. Previous results showing relations between error correcting codes and bilinear and quadratic
circuits include the work of [Brown & Dobkin 1980, Lempel et al. 1983] where it
is shown that a bilinear or quadratic circuit computing finite field multiplication of two Fqn elements induces an error correcting code over Fq of dimension
n and distance n. For q = 2, Theorem 6.3 implies that such a circuit must have
at least 3.52n multiplications (AND gates). If n is the number of input bits,
this corresponds to a lower bound of 1.76n. For q > 2, the gates (or lines in
a straight-line program) have field elements as inputs, and the total number of
multiplications and divisions is counted. Kaminski and Bshouty show a lower
bound of 3n − o(n) for bilinear circuits [Kaminski & Bshouty 1989] and extend it
to general circuits [Bshouty & Kaminski 2006]. This proof is not based on coding theoretic techniques, but rather the study of Hankel matrices related to the
bilinear transformation.
Suppose some (n, m)-function f has a certain nonlinearity D. If we identify
n
f1 , . . . , fm , x1 , . . . , xn and the constant 1 with their truth tables as vectors in F22 ,
n
then C = span{f1 , . . . , fm , x1 , . . . , xn , 1} is a code in F22 with dimension n+m+1
and distance D, and limitations and possibilities for codes transfer to results on
nonlinearity (see the survey [Carlet 2010b] and the references therein). However
this says nothing about the multiplicative complexity of the function f .
The structure of quadratic circuits has itself been studied by Mirwald and
Schnorr [Mirwald & Schnorr 1992]. They show that for quadratic (n, 1)- and
(n, 2)-functions, quadratic circuits are optimal. It is still not known whether this
is true for (n, m)-functions in general.

6.3

Lower Bounds on Multiplicative Complexity

The multiplicative complexity of an (n, 1)-function is between 0 and (1 + o(1)) 2n/2
[Nechiporuk 1962] (see also [Jukna 2012]), and almost all such functions have
multiplicative complexity at least 2n/2 − O(n) [Boyar et al. 2000b]. However,
there is no value of n where a concrete (n, 1)-function has been exhibited with
a proof that more than n − 1 AND gates are necessary to compute it. A lower
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bound of n − 1 follows by the simple degree bound 3 : a function with degree d
has multiplicative complexity at least d − 1 [Schnorr 1988]. Here we show that
repeated use of the degree bound gives a concrete (n, n)-function, exhibiting a
lower bound of 2n − 3. To the best of our knowledge this is the first example of
lower bound on the multiplicative complexity for (n, n)-functions.
Q
Theorem 6.5. The (n, n)-function f defined as fi (x) = j∈[n]\{i} xj , has multiplicative complexity at least 2n − 3.
Proof. Consider the first AND gate, A, with degree at least n − 1. Such a gate
exists since the outputs have degree n − 1. By the degree bound, A must have at
least p ≥ n − 3 AND gates with degree at most n − 2 in its subcircuit. Call these
AND gates A1 , . . . , Ap . None of these AND gates can be an output gate. Suppose
there are q additional AND gates (including A), where some of these must have
degree at least n − 1. Call these AND gates B1 , . . . , Bq . Then, for every i ∈ [n],
P
P
there exist Pi ⊆ [p] and Qi ⊆ [q] such that fi = j∈Pi Aj + j∈Qi Bj . We can
think of each Bj as a vector in Fn2 , where the ith coordinate is 1 if the term
Q
k∈[n]\{i} xk is present in the Zhegalkin polynomial of the function computed by
Bj . Since each Aj has degree at most n − 2, all the Aj are zero vectors in this
representation, so span(A1 , . . . , Ap , B1 , . . . , Bq ) = span(B1 , . . . , Bq ). It follows
that {f1 , . . . , fn } ⊆ span(B1 , . . . , Bq ). Since
n = dim({f1 , . . . , fn }) ≤ dim(span(B1 , . . . , Bq )) ≤ q,
we conclude that the circuit has at least q + p ≥ 2n − 3 AND gates.

6.4

Nonlinearity and Multiplicative Complexity

This section is devoted to showing a relation between the nonlinearity and the
multiplicative complexity of quadratic circuits. We first show a connection between nonlinearity, multiplicative complexity and certain linear codes. Applying
this connection, Theorem 6.3 gives a bound on any quadratic (n, m)-function.
Theorem 6.6. Let the (n, m)-function, f , have N L(f ) ≥ 2n−1 − 2n−M −1 , where
M ≤ n2 . Then a quadratic circuit with s AND gates computing f exhibits an
m-dimensional linear code over Fs2 with distance M .
3

Notice that despite the name, this is not the same as Strassen’s degree bound as described
in [Strassen 1973a] and Chapter 8 of [Bürgisser et al. 1997].
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Proof. Let C be a quadratic circuit with s AND gates computing f , and let
A1 , . . . , As , be the AND gates. Since C is quadratic, for each i ∈ [m] there exist
Si ⊆ [s] and Xi ⊆ [n] such that fi can be written as
fi =

X

Aj +

j∈Si

X

xj .

j∈Xi

Without loss of generality, we can assume that Xi = ∅ for all i, since both
nonlinearity and multiplicative complexity are invariant under the addition of
affine terms. For each i ∈ [m], we define the vector vi ∈ Fs2 , where vi,j = 1 if and
only if there is a directed path from Aj to the ith output. By the nonlinearity of
f , we have that for each i ∈ [m],
N L(fi ) ≥ 2n−1 − 2n−M −1 .
Applying Corollary 6.1, the multiplicative complexity of fi is at least M , hence
|vi | ≥ M . Similarly, for any nonempty T ⊆ [m] we can associate a vector vT by
setting
X
vT =
vi .
i∈T

Since the circuit is quadratic, it holds that if |vT | ≤ p, the multiplicative comP
plexity of fT =
i∈T fi is at most p. Applying the definition of nonlinearity
to fT , N L (fT ) ≥ 2n−1 − 2n−M −1 . Corollary 6.1 implies that the multiplicative
complexity of fT is at least M , so we have that |vT | ≥ M when T 6= ∅.
In conclusion, every nonzero vector in the m dimensional vector space C =
spanF2 {v1 , . . . , vm } has Hamming weight at least M . By Proposition 6.2, C is a
linear code with dimension m and distance at least M .
Applying this theorem to quadratic almost bent functions, we have that a
) AND gates.
quadratic circuit computing such a function has at least L(n, n−1
2
Combining this with Theorem 6.3, calculations show:
Corollary 6.7. Any quadratic circuit computing an almost bent (n, n)-function
has at least L(n, n−1
) AND gates. For sufficiently large n,
2
n−1
L(n, 2 ) > 2.32n.
The corollary above applies to e.g. the almost bent Gold functions G defined
in Eqn. (6.2). For bent (2n, n)-functions, using Theorem 6.6 with M = n and
applying Theorem 6.3, calculations show:
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Corollary 6.8. A quadratic circuit computing any bent (2n, n)-function has at
least L(n, n) AND gates. For sufficiently large n, L(n, n) > 3.52n.
This applies to e.g. the finite field multiplication function as defined in
Eqn. (6.1), reproving the known result on multiplicative complexity for quadratic
circuits for field multiplication mentioned in Section 6.2.
For both Corollaries 6.7 and 6.8, any improved lower bounds on codes lengths
would give an improved lower bound on the multiplicative complexity. For Corollary 6.7 this technique cannot prove better lower bounds than L(n, n−1
). Theo2
n−1
rem 6.4 implies that L(n, 2 ) ≤ 2.95n. Below we show that this is not merely a
) AND
limitation of the proof strategy; there exist quadratic circuits with L(n, n−1
2
gates with nonlinearity close to the optimal. To the best of our knowledge this
is the first example of highly nonlinear (n, n)-functions with linear multiplicative
complexity, and therefore it might be a useful building block for cryptographic
purposes.
Before proving the next theorem, we need a technical lemma on the probability
that a random matrix has small rank. A simple proof of this can be found in e.g.
[Komargodski et al. 2013].
Lemma 6.9 (Komargodski, Raz, Tal). A random k × k matrix has rank at most
2
d with probability at most 2k−(k−d) .
Theorem 6.10. There exist (n, n)-functions with multiplicative
complexity at
√
n
n−1
+3 n−1
n−1
2
.
most L(n, 2 ) and nonlinearity at least 2
−2
Proof. For simplicity we show the upper bound for L(n, n2 ) AND gates. It is
elementary to verify that it holds for L(n, n−1
) AND gates as well. We give a
2
probabilistic construction of a quadratic (in fact, bilinear) circuit with s = L(n, n2 )
AND gates, then we show that with high probability, the function computed by
this circuit has the desired nonlinearity.
For the construction of the circuit, we first define the value computed by the
ith AND gate as Ai (x) = Li (x)Ri (x) where Li is a random sum over x1 , . . . , xn/2
and Ri is a random sum over xn/2+1 , . . . , xn . In the following, we will identify
sums over x1 , . . . , xn with vectors in Fn2 and sums over A1 , . . . , As with vectors in
Fs2 .
Let C be an n-dimensional code of length L(n, n2 ) with distance n2 and let
y1 , . . . , yn ∈ Fs2 be a basis for C. Now we define the corresponding sums over
A1 , . . . , As to be the outputs computed by the circuit. This completes the construction of the circuit. Now fix r(x) ∈ spanF2 {y1 , . . . , yn }, r 6= 0. We want to
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show that r has the desired nonlinearity with high probability. By an appropriate
relabeling of the AND gates, we can write r as
r(x) =

q
X

Ai (x) =

q
X

Li (x)Ri (x)

(6.3)

i=1

i=1

for some q ≥ n2 . We now assume that

√
n 3 n
t = rk{R1 , . . . , Rq } ≥ −
.
2
2

(6.4)

At the end of the proof, we will show that this is true with high probability. Again
by an appropriate relabeling, we let {R1 , . . . , Rt } be a basis of span{R1 , . . . , Rq }.
P
If q > t, for j > t, we can write Rj = ti=1 αj,i Ri . In particular for j = q, we can
substitute this into (6.3) and obtain

r(x) =

q−1
X

(Li (x) + αq,i Lq (x)) Ri (x)

i

where we let αq,i = 0 for i > t. If {L1 , . . . , Lq } are independently, uniformly
randomly distributed, then so are {L1 + α√q,1 Lq , . . . , Lq−1 + αq,q−1 Lq }. Continuing
this process, we get that for n2 ≥ t ≥ n2 − 3 2 n , there are sums L01 , . . . , L0t , R10 , . . . , Rt0
such that
t
X
r(x) =
L0i (x)Ri0 (x)
i=1

are independently, uniformly random and the {R10 , . . . , Rt0 }
where the
are linearly independent. We now further assume that
√
3 n
0
0
u = rk(L1 , . . . , Lt ) ≥ t −
.
(6.5)
2
{L01 , . . . , L0t }

Again, we will show at the end of this proof that this is true with high probability.
Applying a similar procedure as above, we get that for some
√
√
3 n
n
≥ −3 n
u≥t−
2
2
e1 , . . . , L
eu and R
e1 , . . . , R
eu , such that
there exist sums L
r(x) =

u
X
i=1

ei (x)R
ei (x),
L
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e1 , . . . , L
eu and all R
e1 , . . . R
eu are linearly independent. Thus, there exists
where all L
e1 , . . . , zu = L
eu , zu+1 =
a linear bijection (x1 , . . . , xn ) 7→ (z1 , . . . , zn ) with z1 = L
e1 , . . . , z2u = R
eu , such that
R
re(z) = z1 zu+1 + . . . , zu z2u
where r and re are equivalent up to a linear bijection on the inputs. Since nonlinearity is invariant under linear bijections, we just need to determine the nonlinearity of re. Given the high nonlinearity of IPn , it is elementary to verify that

N L(e
r) = 2n−2u 22u−1 − 2u−1 = 2n−1 − 2n−u−1 .

√
√
n
If u ≥ n2 − 3 n, this is at least 2n−1 − 2 2 +3 n−1 .
Now it remains to show that the probability of either (6.4) or (6.5) occurring
is so small that a union bound over all the 2n − 1 choices of r gives that with high
probability, every r ∈ span{y1 , . . . , yn } has at least the desired nonlinearity.
For (6.4), we can think of the q ≥ n2 vectors R1 , . . . , Rq as rows in a q × n2
matrix. We will consider
the upper left n2 × n2 submatrix. By Lemma 6.9 this has
√
rank at most n2 − 3 2 n with probability at most


2

n
−
2

2
√
n
−( n
− 3 2n )
2
2

n

9n

7n

= 2 2 − 4 = 2− 4

√

Similarly for (6.5) we can consider the n2 ≥ t ≥ n2 − 3 2 n vectors L01 , . . . , L0t as
the rows in a t × n2 matrix. Consider the top left t × t submatrix.
Again, by
√
3 n
Lemma 6.9, the probability of this matrix having rank at most t − 2 is at most

2
√
t− t−(t− 3 2 n )

2

n

9n

7n

≤ 2 2 − 4 = 2− 4

There are 2n − 1 choices of r, so by the union bound, the total probability of at
7n
least one of (6.4) or (6.5) failing for a least one choice is at most 2 · (2n − 1) · 2− 4 ,
which tends to zero, so in fact the described construction will have the desired
nonlinearity with high probability.
We should note that it is not hard to improve in the constants in the proof and
√
n
show that in fact the described function has nonlinearity at least 2n−1 − 2 2 +c n
for some constant c < 3. However, the proof given does not allow improvement
to e.g. c = 2.
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Open Problems

Strassen [Strassen 1973b] (see also [Bürgisser et al. 1997], Proposition 14.1, p.
351) proved that for an infinite field, K, if the quadratic function F : Kn → Km
can be computed with M multiplications/divisions, then it can be computed in
M multiplications by a quadratic circuit. However, it is unknown whether a
similar result holds for finite fields in particular for F2 . Mirwald and Schnorr
[Mirwald & Schnorr 1992] showed that for quadratic (n, 1)- and (n, 2)-functions,
quadratic circuits are optimal. It is still not known whether this is true for (n, m)functions in general. It would be very interesting to determine if the bounds
proven here for quadratic circuits also hold for general circuits.
When inspecting the proof of Theorem 6.6, one can make a weaker assumption
on the circuit than it being quadratic. For example, it is sufficient if it holds that
for every AND gate, A, there is a unique AND gate, A0 (which might be equal
to A), such that every path from A to an output goes through A0 . Can one find
a larger, interesting class of circuits where the proof holds?
The function defined in Theorem 6.5 has multiplicative complexity at least
2n − 3 and at most 3n − 6. What is the exact value?

Chapter 7

Paper: Constructive Relationships
Between Algebraic Thickness and
Normality

This chapter contains a manuscript. We intend to submit it soon.

Constructive Relationships Between Algebraic Thickness and
Normality
Joan Boyar1 , Magnus Gausdal Find2

Abstract We study the relationship between two measures of Boolean functions; algebraic thickness and normality. For a function f , the algebraic thickness
is a variant of the sparsity, the number of nonzero coefficients in the unique F2
polynomial representing f , and the normality is the largest dimension of an affine
subspace on which f is constant. We show that for s < 3, any function 
with al
3−s
s
gebraic thickness n is constant on some affine subspace of dimension Ω n 2 .
Furthermore, we give an algorithm for finding such a subspace. We show that this
√
is at most a factor of Θ( n) from the best guaranteed, and when restricted to the
√
We
technique used, is at most a factor of Θ( log n) from the best guaranteed.


n1/6
also show that a concrete function, majority, has algebraic thickness Ω 2
.
1
2

University of Southern Denmark
University of Southern Denmark.
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Introduction and Known Results

Boolean functions play an important role in many areas of computer science.
In cryptography, Boolean functions are sometimes classified according to some
measure of complexity, sometimes called cryptographic complexity [Carlet 2006],
nonlinearity criteria [Meier & Staffelbach 1989] or measure of nonlinearity, as it
is called in e.g. [Boyar et al. 2013a]. Examples of such measures are nonlinearity, algebraic degree, normality, algebraic thickness and multiplicative complexity,
and there are a number of results showing that if a function has a small value
according to a certain measure, the function is vulnerable to a certain attack,
(see [Carlet 2010a] for a good survey).
A significant amount of work in this area is to give explicit functions that
achieve high (or low) values according to some measure. For the nonlinearity measure this was settled by showing the existence of so-called bent functions [Rothaus 1976], for algebraic degree the problem is essentially trivial, for
multiplicative complexity this is a well studied problem in circuit complexity
[Boyar et al. 2000b], for normality this is exactly the problem of finding good
affine dispersers [Shaltiel 2011]. The first result in this paper is that the majority function has exponential algebraic thickness.
Another line of work has been to establish relationships between these measures, e.g. considering questions of the form “if a function f is simple (or complex)
according to one measure, what does that say about f according to some other
measure”, see e.g. [Carlet 2002, Carlet 2010a] and the references therein. In this
paper we focus on the relationship between algebraic thickness and normality.
Both of these measures capture, each in their own way, how “different” functions
are from being linear [Carlet 2004, Carlet 2006]. That is, there is an intuitive
connection and it is natural to consider to which extent this relationship is formal. In fact, these two measures have been studied in the same papers previously
(see e.g. [Carlet 2003, Carlet 2004]). The relationship between these measures
was considered in the work of Cohen and Tal in [Cohen & Tal 2014], where they
show that functions with a certain algebraic thickness have a certain normality.
The proof is existential in nature, and it does not immediately imply an efficient
algorithm to find an affine subspace of such dimension, although the computational problem is considered. For relatively small values of algebraic thickness,
we tighten their bounds and furthermore present an algorithm to witness this
normality. The question of giving a constructive proof of normality is not just a
theoretical one. Recently a generic attack on stream ciphers with low normality
was successfully mounted in the work [Mihaljevic et al. 2012]. If it is possible to
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constructively compute a witness of normality given a function with low algebraic
thickness, this implies that any function with low algebraic thickness is likely to
be vulnerable to the attack in [Mihaljevic et al. 2012], as well as any other attack
based on normality. This work suggests that this is indeed possible for functions
with small algebraic thickness.

7.2

Preliminaries and Known Results

Let F2 be the field of order 2, Fn2 the n-dimensional vector space over F2 , and
[n] = {1, . . . , n}. A mapping from Fn2 to F2 is called a Boolean function. It is
a well known fact that any Boolean function f in the variables x1 , . . . , xn can
be expressed uniquely as a multilinear polynomial over F2 called the algebraic
normal form (ANF) or the Zhegalkin polynomial. That is, there exist unique
constants c∅ , . . . , c{1,...,n} , such that
f (x1 , . . . , xn ) =

X
S⊆[n]

cS

Y

xj ,

j∈S

where arithmetic is in F2 . In the rest of this paper, most arithmetic will be in F2 ,
although we still need arithmetic in R. If nothing is mentioned it should be clear
from the context what field is referred to. The largest |S| such that cS = 1 is
called the (algebraic) degree of f , and functions with degree 2 are called quadratic
functions. We let log be the logarithm base two, ln the natural logarithm, and
exp(·) the natural exponential function with base e.
7.2.0.1

Algebraic Thickness

P
For a Boolean function, f , let kf k =
S⊆[n] cS , with arithmetic in R. This
measure is sometimes called the sparsity of f (e.g. [Cohen & Tal 2014]). The
algebraic thickness [Carlet 2002, Carlet 2004] of f , denoted T (f ) is defined as the
smallest value of kf k when some affine bijection has been applied to the inputs
of f . More precisely, letting An denote the set of affine, bijective operators on
Fn2 ,
T (f ) = min kf ◦ Ak.
(7.1)
A∈An

Algebraic thickness was introduced and first studied by Carlet in [Carlet 2002,
Carlet 2004, Carlet 2003]. Affine functions have algebraic thickness at most 1,
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and Carlet showed that for any constant c >
exist functions with algebraic thickness
2n−1 − cn2

√

n−1
2

ln 2, for sufficiently large n there

,

and that a random Boolean function will have such high algebraic thickness with
high probability. Furthermore no function has algebraic thickness larger than
2 n
2 .
3
Carlet observes that algebraic thickness was also implicitly mentioned in
[Menezes et al. 1996, Page 208] and related to the so called “higher order differential attack” due to Knudsen [Knudsen 1994] and Lai [Lai 1994] in that they
are dependent on the degree as well as the number of terms in the ANF of the
function used.
7.2.0.2

Normality

A k-dimensional flat is an affine (sub)space of Fn2 with dimension k. A function
is k-normal if there exist a k-dimensional flat E such that f is constant on E
[Charpin 2004, Carlet 2002]. For simplicity define the normality of a function
f , which we denote N (f ), as the largest k such that f is k-normal. We recall
that affine functions have normality at least n − 1 (which is the largest possible
for non-constant functions), while for any c > 1, a random Boolean function has
normality less than c log n with high probability.
Functions with normality smaller than k are often called affine dispersers of
dimension k, and a great deal of work has been put into explicit constructions
of functions with low normality. Currently the asymptotically best known deter0.9
ministic function, due to Shaltiel, has normality less than 2log n [Shaltiel 2011].
Notice the asymmetry in our definitions: linear functions have very low algebraic thickness (0 or 1) but very high normality (n or n − 1), whereas random functions, with high probability, have very high algebraic thickness (at least
n−1
2n−1 − 0.92 · n · 2 2 ) but low normality (less than 1.01 log n) [Carlet 2003].
7.2.0.3

Remark on Computational Efficiency

In this paper, we say that something is efficiently computable if it is computable
in time polynomially bounded in the size of the input. Algorithms in this paper
will have a Boolean function with a certain algebraic thickness as input. In such
cases, we assume that the function is represented by the ANF of the function
witnessing this small algebraic thickness along with the bijection. That is, if
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a function f with algebraic thickness T (f ) = T is the input to the algorithm,
we assume that it is represented by a function g and an affine bijection A such
that g = f ◦ A and kgk = T . In this setting, representing a function f uses
poly(T (f ) + n2 ) bits. Besides this, we will not go further into details regarding
the computational model or representation.
7.2.0.4

Quadratic Functions

The normality and algebraic thickness of quadratic functions are well understood due to the following theorem due to Dickson [Dickson 1901] (see also
[Carlet 2010a] for a proof).
Theorem 7.1 (Dickson). Let f : Fn2 7→ F2 be quadratic. Then there exist an
invertible n × n matrix A, a vector b ∈ Fn2 , t ≤ n2 , and c ∈ F2 such that for
y = Ax + b one of the following two equations holds
f (x) = y1 y2 + y3 y4 + . . . yt−1 yt + c, or f (x) = y1 y2 + y3 y4 + . . . yt−1 yt + yt+1 .
Furthermore A, b and c can be found efficiently.
That is, any quadratic function is affine equivalent to some inner product
function. We highlight a simple but useful consequence of Theorem 7.1. Simply
by setting one variable in each in each of the degree two terms to zero, one gets:
 
Proposition 7.2. Let f : Fn2 → F2 be quadratic. Then N (f ) ≥ n2 . Furthermore
a flat witnessing the normality of f can be found efficiently.
7.2.0.5

Some Relationships

It was shown in [Carlet 2004] that normality and algebraic thickness are logically
independent of (that is, not subsumed by) each other. Several other results relating these measures to algebraic thickness and normality are given in [Carlet 2004].
We mention a few relations to other measures.
Clearly, functions with degree d have algebraic thickness O(nd ), so having
superpolynomial algebraic thickness requires superconstant degree. The fact that
there exist functions with low degree and low normality has been established
in [Carlet 2002] and [Cohen & Tal 2014] independently. In the following, by a
random degree three polynomial, we mean a function where each term of degree
three is included in the ANF independently with probability 12 . No other terms
are included in the ANF.
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Theorem 7.3 ([Carlet 2002, Cohen & Tal 2014]3 ). Let f on n variables be a random degree three polynomial. Then with high probability, f remains nonconstant
√
on any subspace of dimension 6.12 n.
In fact, as mentioned in [Cohen & Tal 2014] it is not hard to generalize this
to the fact that for any constant d, a random degree d polynomial has normality
O n1/(d−1) . Perhaps surprisingly, this is tight. More precisely the authors give

an elegant proof showing that any function with degree d has N (f ) ∈ Ω n1/(d−1) .
This result implies the following relation between algebraic thickness and normality.
Theorem 7.4 (Cohen and Tal [Cohen & Tal
 2014]). Let c be an integer and let
f have T (f ) ≤ nc . Then N (f ) ∈ Ω n1/(4c) .
The proof of this goes in two steps: First they show by probabilistic methods
that f has a restriction with a certain number of free variables and a certain
degree, and after this they appeal to a relation between degree and normality.
Although the authors do study the algorithmic question of finding such a subspace, they do not propose an efficient algorithm for finding a subspace of such
dimension.
We will pay special attention to the following type of restrictions of Boolean
functions.
Definition 7.5. Let f : Fn2 → F2 . Setting k < n of the bits to 0 results in a new
function f 0 on n − k variables. We say that f 0 is a 0-restriction of f .
By inspecting the proof in the next section and the proof of Theorem 7.4,
one can see that most of the restrictions performed are in fact setting variables to 0. Furthermore, by inspecting the flat used for the attack performed
in [Mihaljevic et al. 2012] (section 5.3), one can see that it is of this form as
well. Determining whether a given function represented by its ANF admits a 0restriction f 0 on n−k variables with f 0 constant corresponds exactly to the hitting
set problem, and this is well known to be NP complete [Garey & Johnson 1979].
Furthermore it remains NP complete even when restricted to quadratic functions (corresponding to the vertex cover problem). This stands in contrast to
3

The constant 6.12 does not appear explicitly in these articles, however it can be derived
using similar calculations as in the cited papers. This also follows from Theorem 7.15 later in
this paper. We remark that 6.12 is not optimal.
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Proposition 7.2; for quadratic functions and general flats (as opposed to just 0restrictions) the problem is polynomial time solvable. To the best of our knowledge, the computational complexity of the following problem is open (see also
[Cohen & Tal 2014]): Given a function, represented by its ANF, find a large(st)
flat on which the function is constant.

7.3

Majority has High Algebraic Thickness

For many functions, it is trivial to see that the ANF contains many terms, e.g.
the function
f (x) = (1 + x1 )(1 + x2 ) · · · (1 + xn ),

which is 1 if and only if all the inputs are 0, contains all the possible 2n terms in
its ANF. However, we are not aware of any explicit function along with a proof
of a strong (e.g. exponential) lower bound on the algebraic thickness. Using a
result from circuit complexity [Razborov 1987], it is straightforward to show that
the majority function, M AJn has exponential algebraic thickness. M AJn is 1 if
and only if at least half of the n inputs are 1. In the following, an AC0 [⊕] circuit
of depth d is a circuit with inputs x1 , x2 , . . . , xn , (1 ⊕ x1 ), (1 ⊕ x2 ), . . . , (1 ⊕ xn ).
The circuit contains ∧, ∨, ⊕ (AND, OR, XOR) gates of unbounded fan-in, and
every directed path contains at most d edges. First we need the following simple
proposition:
Proposition 7.6. Let f : Fn2 → F2 have T (f ) ≤ T . Then f can be computed by
an AC0 [⊕] circuit of depth 3 with at most n + T + 1 gates.
Proof. Suppose f = g ◦ A for some affine bijective mapping A. In the first layer
(the layer closest to the inputs) one can compute A using n XOR gates of fanin at most n. Then by computing all the monomials independently, g can be
computed by an AC0 [⊕] circuit of depth 2 using T AND gates with fan-in at
most n and 1 XOR gate of fan-in T .

Now we recall a result due to Razborov [Razborov 1987], see also [Jukna 2012,
12.24]
Theorem 7.7 (Razborov). Every unbounded fan-in depth-d circuit over {∧, ∨, ⊕}
1/(2d) )
computing M AJn requires 2Ω(n
gates.
Combining these two results, we immediately have the following result that
the majority function M AJn has high algebraic thickness.
1/6 )

Proposition 7.8. T (M AJn ) ≥ 2Ω(n

.
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Algebraic Thickness and Normality

This section is devoted to showing that functions with algebraic thickness at most
n3−ε are constant on flats of somewhat large dimensions. Furthermore our proof
reveals a polynomial time algorithm to find such a subspace. In the following, a
term of degree at least 3 will be called a crucial term, and for a function f , the
number of crucial terms will be denoted T ≥3 (f ).
Our approach can be divided into two steps: First it uses 0-restrictions to
obtain a quadratic function, and after this we can use Proposition 7.2. As implied
by the relation between 0-restrictions and the hitting set problem, finding the
optimal 0-restrictions is indeed a computationally hard task. Nevertheless, as
we shall show in this section, the following greedy algorithm gives reasonable
guarantees.
The greedy algorithm simply works by continually finding the variable that
is contained in the largest number of crucial terms, and sets this variable to 0. It
finishes when there are no crucial terms. We show that when the greedy algorithm
finishes, the number of variables left, n0 , is relatively large as a function of n (for
a more precise statement, see Theorem 7.14). Notice that we are only interested
in the behavior of n0 as a function of n, and that this is not necessarily related to
the approximation ratio of the greedy algorithm, which is known to be Θ(log n)
[Johnson 1974].
We begin with a simple proposition about the greedy algorithm that will be
useful throughout the section, and it gives a tight bound.
≥3
n
Proposition 7.9. Let
 gm:F2 → F2 have T (g) ≥ m. Then some variable xj is
contained in at least 3 n crucial terms.

Proof. We can assume that no variable occurs twice in the same term. Hence
the total number of variable occurrences in crucial terms is at least
 3m. By the
m
pigeon hole principle, some variable is contained in at least 3 n terms.
The following Lemma is a special case where a tight result can be obtained.
The result applies to functions with relatively small thickness, and a later lemma
reduces functions with somewhat larger thickness to this case.
Lemma 7.10. Let c ≤ 23 and
let f: Fn2 → F2 have T ≥3 (f ) ≤ cn. Then f has a
 3c−1
0
0
0
0-restriction f on n = n − 5 n variables with T ≥3 (f 0 ) ≤ n3 .
Proof. Let the greedy algorithm run until a function f 0 on n0 variables with
0
T ≥3 (f 0 ) ≤ n3 is obtained. By Proposition 7.9 we eliminate at least 2 terms in
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 3c−1 
n . Indeed, let
each
step.
The
number
of
algorithm
iterations
is
at
most
5
 3c−1 
3c−1
n = 5 n + δ for some 0 ≤ δ < 1. After this number of iterations the
5
number of variables left is
6 − 3c
3c − 1
n−δ =
n−δ
n0 = n −
5
5
and the number of critical terms is at most


3c − 1
2−c
cn − 2
n−δ =
n − 2δ.
5
5
In particular

n0
3

≥

2−c
n
5

− 2δ.

Lemma 7.10 is essentially tight.
Proposition 7.11. Let 31 < c ≤ 32 be arbitrary but rational. Then for infinitely
many values of n, there exists a function
on n variables with T ≥3 (f ) = cn such
 3c−1
0
0
0
that every 0-restriction f on n > n − 5 n variables has T ≥3 (f ) > n3 .
Proof. Let

1
3

<c≤

2
3

be fixed and consider the function on 6 variables:

f (x) = x1 x2 x3 + x1 x4 x5 + x2 x4 x6 + x3 x5 x6 .
The greedy algorithm sets this functions to 0 by killing two variables, and this is
optimal. Furthermore setting any one variable to 0 kills exactly two terms. Now
consider the following function defined on n = 30m variables and having 20m
terms. For convenience we index the variables by xi,j for 1 ≤ i ≤ 5m, 1 ≤ j ≤ 6.
g(x) =

5m
X

f (xi,1 , xi,2 , xi,3 , xi,4 , xi,5 , xi,6 ).

i=1

Again here the greedy algorithm is optimal, and setting 6m variables to zero leaves
n0 = 24m variables and 8m terms remaining. Thus, the bound from Lemma 7.10
is met with equality for c = 32 .
To see that it is tight for c < 23 , consider the function, f˜ on n variables, where
n
is an integer. Run the greedy algorithm until
n is a multiple of 30 such that c 43 2−c
≥3 ˜
the number of variables is ñ and T (f ) = cñ (assuming cñ is an integer). At
n
this point ñ = 34 2−c
and the number of terms left is cñ. Again, by the structure
of the function, setting any number, t, of the variables to 0 results in a function
with ñ − t variables and at least cñ − 2t terms. When t < (3c−1)ñ
, we have
5
ñ−t
cñ − 2t > 3 .
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An immediate corollary to Lemma 7.10 is the following.
Corollary 7.12. Let f: Fn2 →
F2 have T ≥3 (f ) ≤ 23 n. Then it is constant on a

2 4
b nc
4
flat of dimension n0 ≥ 3 25
≥ 15
n − 2. Furthermore, such a flat can be found
efficiently.
 
Proof. First apply Lemma 7.10 to obtain a function on n0 = 45 n variables with
0
at most n3 crucial terms.
set one variable in each crucial term to 0, so after
 Now

2 4
this we have at least 3 5 n variables left and the remaining function is quadratic.
Applying Theorem 7.1 gives the result.
The following lemma generalizes the lemma above to the case with more terms.
The analysis of the greedy algorithm uses ideas similar to those used in certain
formula lower bound proofs, see e.g. [Subbotovskaya 1961] or [Jukna 2012, Section 6.3].
Lemma 7.13. Let f :jq
Fn2 →k F2 with T ≥3 (f ) ≤ n3−ε . Then there exists a 02 ε
restriction f 0 on n0 =
n variables with T ≥3 (f 0 ) ≤ 32 n0 .
3
Proof. Let T ≥3 (f ) = T . Then, by Proposition 7.9. Setting the variable contained
in the largest number of terms to 0, the number of crucial terms left is at most



3
3T
3
n−1
T−
=T · 1−
≤T·
.
n
n
n
Applying this inequality n−n0 times yields that after n−n0 iterations the number
of crucial terms left is at most
3 
3

3
 0 3

n−2
n0
n
n−1
···
=T·
.
T·
0
n
n−1
n +1
n
q
When n0 = 23 nε and T = n3−ε , this is at most 23 n0 .
Remark: A previous version of this paper [Boyar & Find 2014b], contained
a version of the lemma with a proof substantially more complicated. We thank
anonymous reviewers for suggesting this simpler proof.
It should be noted that Lemma 7.13 cannot be improved to the case where
ε = 0, no matter what algorithm is used to choose the 0-restriction. To see this
consider the function containing all degree three
terms. For this function, any
0
0-restriction leaving n0 variables will have n3 crucial terms. This suggests that
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for handling functions with larger algebraic thickness, one should use restrictions
other than just 0-restrictions.
Combining the lemma with Corollary 7.12, we get the following theorem.
Theorem
7.14. Let T (f ) = n3−ε . Then there exists a flat of dimension at least
q
4
2 ε
n − 3, such that when restricted to this flat, f is constant. Furthermore
15
3
this flat can be found efficiently.
This improves on Theorem 7.4 for functions with algebraic thickness ns for
s ≤ 2.83, and the smaller s, the bigger the improvement, e.g. for T (f ) ≤ n2 , our
bound guarantees N (f ) ∈ Ω(n1/2 ), compared to Ω(n1/8 ).

7.4.1

Normal Functions with low sparsity

How good are the guarantees given in the previous section? The purpose of this
section is first to show that the result from Theorem 7.14 is at most a factor
√
of Θ( n) from being tight. More precisely, we show that for any 2 < s ≤ 3
there exist functions with thickness at most ns that are nonconstant on flats
s
of dimension O(n2− 2 ). Notice that this contains Theorem 7.3 as a special case
where s = 3.
Theorem 7.15. For any 2 < s ≤ 3, for sufficiently large n, there exist functions
with degree 3 and algebraic thickness at most ns that, for sufficiently large n,
s
remain nonconstant on all flats of dimension 6.12n2− 2 .
Proof. The proof uses the probabilistic method. We endow the set of all Boolean
functions of degree 3 with a probability distribution D, and show that under this
distribution a function has the promised normality with high probability.
The proof is divided into the following steps. First we describe the probability distribution D. Then, we fix an arbitrary k-dimensional flat E, and bound
the probability that a random f chosen according to D is constant on E. We
show that for k = Cn2−s/2 , where C is a constant to be determined later, this
probability is sufficiently small that a union bound over all possible choices of E
gives the desired result.
We define D by describing the probability distribution on the ANF. We let
each possible degree 3 term be included
with probability 2n13−s . The expected

n
number of terms is thus 12 ns−3 3 ≤ ns /12, and the probability of having more
than ns terms is less than 0.001 for large n. Now let E be an arbitrary but fixed
k-dimensional flat.
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One way to think of a function restricted to a k-dimensional flat is that it
can be obtained by a sequence of n − k affine variable substitutions of the form
P
xi := j∈S xj + c. This changes the ANF of the function since xi is no longer
a “free” variable. Assume without loss of generality that we substitute for the
variables xn , . . . , xk+1 in that order. Initially we start with the function f given
by
X

f (x) =

Iabc xa xb xc ,

{a,b,c}⊆[n]

where Iabc is the indicator random variable, indicating whether the xa xb xc is
contained in the ANF. Suppose we perform the n − k restrictions and obtain the
function f˜. The ANF of f˜ is given by

!
f (x) =

X
{a,b,c}⊆[k]

Iabc +

X

Is

xa xb xc ,

s∈Sabc

where Sabc is some set of indicator random variables depending on the restrictions
performed. It is important that Iabc , the indicator random variable corresponding
to xa xb xc , for {a, b, c} ⊆ [k] is only occurring at xa xb xc . Hence we conclude that
independently of the outcome of all the indicator random variables Ia0 b0 c0 with

{a0 , b0 , c0 } 6⊆ [k],
we have that the marginal probability for any Iabc with {a, b, c} ⊆ [k] occurring
remains at least 2n13−s .

Define t = k3 random variables, Z1 , . . . , Zt , one for each potential term in
the ANF of f˜, such that Zj = 1 if and only if the corresponding term is present
in the ANF, and 0 otherwise. The obtained function is only constant if there are
no degree 3 terms, so the probability of f˜ being constant is thus at most
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Pr Z1 = . . . = Zt = 0 ≤ 1 −

1
2n3−s

121

t

(k3)
1
2n3−s

 C273 (n6−3s/2 )
1
≤ 1 − 3−s
2n
3
2n3−s ! C54 (n3−s/2 )

1
=
1 − 3−s
2n


C 3 3−s/2
≤ exp − n
.
54

= 1−

The number of choices for E is at most 2n(k+1) , so the probability that f becomes
constant on some affine flat of dimension k is at most



C 3 3−s/2
exp − n
exp ln(2)nC(n2−s/2 + 1)
54


C 3 3−s/2
3−s/2
+ C ln(2)n
+ n) .
= exp − n
54
p
Now if C > 54 ln(2) ≈ 6.11.., this quantity tends to 0. We conclude that with
high probability the function obtained has algebraic thickness at most ns and
s
normality at most 6.12n2− 2 .
√
There is factor of Θ( n) between the existence guaranteed by Theorem 7.14
and Theorem 7.15 and we leave it as an interesting problem to close this gap.
The algorithm studied in this paper works by setting variables to 0 until all
remaining terms have degree at most 2, and after that appealing to Theorem 7.1.
It turns out that the construction from the proof of the above theorem shows
that among such algorithms, the bound from Theorem 7.14 is very close to being
asymptotically tight.
Theorem 7.16. For any 2 < s < 3, there exist functions with degree 3 and
algebraic
thickness at most ns that have degree 3 on any 0-restriction of dimension
√
3−s
3 ln nn 2 .
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Proof. We use the same proof strategy as in the proof of Theorem 7.15. Endow
the set of all Boolean functions of degree 3 with the same probability distribution
D. For large n, the number of√terms is larger than ns with probability at most
3−s
0.001. Now we set all but C ln nn 2 of the variables to 0, and consider the
probability of the function being constant under this fixed 0-restriction. We will
show that this probability is so small that a union bound over all such choices
gives that with high probability the function is nonconstant under any such
√
3−s 
2
restriction. We will see that setting C = 3 will suffice. There are C ln 3nn
possible degree 3 terms on these remaining variables, and we let each one be
1
included with probability n3−s
. The probability that none of these degree three
terms are included is.

(C
1


1−

3−s
√
ln nn 2
3

)

n3−s


≤ 1−
=

 C273 (√ln n)3 n 9−3s
2

1
n3−s


1−

1

n3−s !n

3−s
3
2 (ln n)3/2 C
27

n3−s


C 3 3−s
3/2
≤ exp − n 2 (ln n)
,
27
√
3−s
and the number of 0-restrictions with all but C ln nn 2 variables fixed is
√



n
√
3−s
C ln nn 2



3−s

nC ln nn 2
≤
√
3−s
(C ln nn 2 )!
√
√
3−s
3−s
= exp(ln nC ln nn 2 − ln((C ln nn 2 )!))

 √

√
3−s
3−s
3−s
≤ exp ln3/2 (n)Cn 2 − .99C ln nn 2 ln C ln nn 2


3−s
3−s
3−s
3/2
3/2
≤ exp (ln n) Cn 2 −
.98C(ln n) n 2
2



3−s
3−s
3/2
= exp (ln n) Cn 2 1 − 0.98
,
2

where the last two inequalities hold for sufficiently large n. Again, by the union
bound, the probability that there exists such a choice on which there are no terms

7.5. Open Questions

123

of degree three left is at most





3−s
3−s
C 3 3−s
3/2
3/2
2
2
exp (ln n) Cn
1 − 0.98
.
exp − n (ln n)
27
2
For C ≥ 3 this probability tends to zero, hence we√have that with high
3−s
probability the function does not have a 0-restriction on 3 ln nn 2 variables of
degree smaller than 3.

7.5

Open Questions

We end this paper with some open questions. Most notably, there is a gap of
√
Θ( log n) between the results in Theorem 7.14 and Theorem 7.16, and a gap
√
of Θ( n) between Theorem 7.14 and Theorem 7.15. We leave it as interesting
open problems to close these gaps, either by showing the existence of sparse
polynomials with stronger properties than those exhibited in Theorems 7.16 and
7.15, or showing that Theorem 7.14 can be improved. Perhaps more importantly,
our technique does not seem to generalize to the case with algebraic thickness
larger than n3 , and we leave it as an interesting open problem to generalize
Theorem 7.14 to this case.

Chapter 8

Summary and Open Problems
There are already several open problems and sub-conclusions in the sections 2.5,
4.10, 6.5, and 7.5. We end this dissertation with some open problems and further
directions.
There are many interesting open problems related to circuits and multiplicative complexity that are only implicitly addressed in this dissertation. In the
following let f be an (n, 1)-function with multiplicative complexity M and let s
be the size of the smallest circuit for f over the basis (∧, ⊕, 1). The following
six questions are, to the best of my knowledge, open and have probably been for
many years. Yet I think they deserves to be mentioned.
• Does there exist a circuit over (∧, ⊕, 1) with s gates of which M are AND
gates? In other words: can we always have minimal size and minimal
number of AND gates at the same time?
• Let f have f (0, 0, . . . , 0) = 0. As argued in Section 4.8, f can be computed
using over the basis (∧, ⊕) (notice the constant 1 is not used) with M AND
gates. Does there exist a circuit over (∧, ⊕) with s gates of which M are
AND gates computing f ?
• Does there exist a polynomial time computable function f with multiplicative complexity at least n for infinitely many values of n?
• Does there exist a language in NP where the indicator function has multiplicative complexity at least n for infinitely many values of n?
In the following let f be an (n, m)-functions with m > 1:
• Let f : Fn2 → Fm
2 be linear. Can the smallest circuit for f always be achieved
using only XOR gates? This is trivially the case when m = 1. In other
words: Can nonlinear gates help in the computation of linear operators?
• Let f : Fn2 → F2 have degree 2. Is it always the case that there exists a
quadratic circuit with M AND gates computing f ? For m = 1 or 2 the
answer is yes [Mirwald & Schnorr 1992].
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Remark: I find it very tempting to believe that the answer to all six questions
is “yes”.
In Section 4.8 we showed that collision-resistant hash functions must have a
certain multiplicative complexity. It would be very interesting to show similar
lower bounds on the multiplicative complexity for other cryptographic primitives. That is, to get a stronger relation between cryptographic properties and
multiplicative complexity.
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Nomenclature
(n, m)-function A mapping from Fn2 to Fm
2
[n]

{1, 2, . . . , n}

Ā

The boolean complement of A

F2

The field with two elements

gapX/Y (n) The largest ratio between sizes of X circuits and Y circuits for matrices
of size n × n
gapdX/Y (n) gapX/Y (n) for circuits with depth restricted to d
ln

the natural logarithm

log

logarithm base 2

log?

the iterated logarithm

x>

the transpose of x

Bn

The set of mappings from Fn2 to F2 .

Bn,m The set of mappings from Fn2 to Fm
2 .
c∧ (f ) The multiplicative complexity of f . The smallest number of ∧ gates in an
XOR-AND circuit for f
C∨ (A) The size of the smallest OR circuit for A
C⊕ (A) The size of the smallest XOR circuit for A
CCF (A) The size of the smallest cancellation-free circuit for A
fi
fT

the ith output bit of f
P
i∈T fi

ANF Algebraic normal form
flat

affine subspace

